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Agencies o f  the  Department 

i remen t s 

i s  approved f o r  use  by a l l  Departments  and 
o f  Defense. 

2. B e n e f i c i a l  comments (recommendat ions,   addi t ions,   delet ions)  and  any  per-  
ti nent  data  which may be o f  use i n  i m p r o v i n g   t h i s  document  should  be 
addressed  to :  HQ Air Force  Systems Command (ALX ComSO), Andrews AFB, , 

Washington, DC 20334, by   us ing   t he   se l f -add ressed   S tandard i za t i on  Document 
Improvement  Proposal (DD Form 1426)   appear ing   a t   the  end o f   t h i s  document o r  
by 1 e t t e r .  

3. MIL-STD-882B i s  exempt  from OMB approva l   ac t ion .  It i s  considered  tech-  
n i  c a l   i n f o r m a t i  on i n c i d e n t   t o   t h e   d e s i g n ,   p r o d u c t i o n ,   o r   o p e r a t i o n   o f  
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FOREWORD 

The principal  objective of a  system safety program w i t h i n  the Department of 
Defense ( D o D )  i s  t o  make sure  safety,   consistent w i t h  mission requirements, i s  
designed into  systems,  subsystems,  equipment, and f a c i l i t i e s ,  and the i r   in te r -  
faces. 

DoD has approved this mil i t a r y  s tandard  for   a l l  DoD departments and agencies 
to  use i n  developing system safety programs. 

The degree  of  safety  achieved i n  a system depends d i rec t ly  on management 
emphasis. Government  and contractors  will  apply management emphasis t o  safety 
d u r i n g  the system acquisition  process and t h r o u g h o u t  the 1 i fe   cycle  of  each 
system, making sure mishap risk i s  understood and risk reduction i s  always 
consi  dered i n  the management review process. 

e The success of the system safety  effor t  depends on def in i t i  ve statements of  
safety  objectives and requirements by the managing ac t iv i ty  and t he i r  
t ranslat ion i n t o  functional hardware and software. A formal safety program 
t h a t  s t resses   ear ly  hazard ident i f icat ion and elimination or reduction o f  
associated  risk t o  a 1 eve1 acceptable  to  the managing ac t iv i ty   i s   t he  
principal  contribution of effective system safety.  Selec€ive  application and 
the  ta i lor ing o f  th i s   mi l i ta ry  s tandard  must be accomplished, as indicated 
herein,   to  specify  the  extent of contractual and DoD in-house compl i ance G 

I 
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SYSTEM  SAFETY PROGRAM REQUIREMENTS 

1. SCOPE. 

1.1 Pur ose. This standard  provides  uniform requirements fo r  devel opi ng and 
imp1 ment  -4" ng a system safety program of  sufficient comprehensiveness t o  iden- 
t i f y   t h e  hazards  of a system and t o  impose design  requirements and  management 
control S t o  prevent mishaps by eliminating  hazards  or  reducing the associated 
risk t o  a 1  eve1 acceptabl e t o  the managing ac t iv i ty  (MA). The term "managing 
ac t iv i ty"  usual 1  y refers t o  the Government procuring  activity, b u t  may i ncl ude 
prime or  associate  contractors  or  subcontractors who wish t o  impose system 
safe ty  tasks on their suppliers. 

1.2 A l i c a b i l i t  This standard  applies  to DoD systems and f a c i l i t i e s  
i ncl u Y i n g  tes t ,  maintenance and support, and t ra ining equipment. I t  applies 
t o  a l l   a c t i v i t i e s  o f  the system l i f e  cycle; e.g., research,  design, 
technology development; t es t  and evaluation,  production,  construction, 
operation and suppor t ,  modification and disposal. The requirements will also 
be appl i ed t o  DoD i n -  house programs . 
1.3 Appl i c a t  i on. 

1.3.1 A 1 i n  Tasks. Tasks described i n  this standard  are  to be 
sel ecti + vely app i ed i n DoD contract-defi n i  t i  zed procurements, requests for  
proposal (RFP), statements of work (SOW), and  Government in-house 
developments requiring system safety programs for   the development, 
production, and i n i t i a l  depl  oynent  of  systems, f a c i l i t i e s  and equipment. 
The word "contractor" herein al so i ncl udes Government a c t i v i t i e s  devel opi ng 
mil i t a r y  systems and equipment . 
1.3.2 Tailoring of  Task Descriptions. Task descriptions  contained i n  
Section 5 a r e   t o  be ta i lored by the MA as  required by governing  regulations 
and as  appropriate  to  parti  cul a r  systems or equi ment program type , 
magnitude, and f u n d i n g ,  In  tai loring the tasks ,   the   detai l  and depth  of  the 
e f f o r t  i s  defined by- the MA and incorporated i n  the  appropriate  contractual 
documents . When preparing  proposals  the  contractor may include  additional 
tasks  or  task  modifications w i t h  supporting  rationale  for each addition  or 
modffication. 

1.3.2.1 Detai ls   to  be Specified. The "Details t o  be Specified"  paragraph 
under each task  description i n  Section 5 is  intended for  l is t ing the specif ic  
detai ls ,  additions,   modifications,   deletions,   or  options  to  the-requirements 
of the task t h a t  should be considered by the MA when ta i lor ing  the task 
descr ipt ion  to  f i t  program needs.  "Detail s t o  be Specified"  annotated by an 
"(R)" are  required and must be provided t o  the contractor for proper 
implementation o f  the task,  i f  the task is  t o  be contractually implemented. 

1.3.2.2 Application Guidance. Application  guidance and rat ionale   for  
select ing  tasks   to  f i t  %he needs of  a particul  ar  system safety program are  
included i n  appendices A and B. These appendices  are  generally  not  contrac- 
t ua l ly  b i n d i n g ;  however, the MA may choose t o  impose portions o f  Appendix B as 
part  o f  Task 100. 

1 .  
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1.3.2.3 Method o f  Reference. When s p e c i f y i n g   t h e   t a s k s   o f   t h i s   s t a n d a r d  as 
con t rac tua l   requ i remen ts ,   bo th   t h i s   s tandard  and  each s p e c i f i c   t a s k  number 
a r e   t o  be c i   t e d .  Appl i ca b l  e “ D e t a i l  s To Be S p e c i f i  ed” will be i n c l  uded i n  
t h e  SOW. 

1.3.3 Conf l i c t ing   Requ i rements .  When c o n f l i c t i n g   r e q u i r e m e n t s   o r   d e f i c i e n -  
c ies   a re   i den t i f i ed   w i th in   sys tem  sa fe ty   p rog ram  requ i remen ts ,   t he   con t rac to r  
s h a l l   s u b m i t   n o t i f i c a t i o n ,   w i t h   p r o p o s e d   a l t e r n a t i v e s  and suppor t i ng  
r a t i o n a l e ,   t o   t h e  MA f o r   r e s o l u t i o n .  

2. REFERENCED DOCUMENTS. Referenced  documents  are  not  included i n  t h i s  
document.  Referenced  documents  required t o  supplement t h i s   m i l i t a r y  
standard  must be s p e c i f i e d   i n  sys tem  spec i f i ca t i ons  and o the r   con t rac tua l  
documents. 

R-- 

\” * 

L 

3. DEFINITIONS AND ABBREVIATIONS. 

3.1 D e f i n i t i o n s .  The f o l l o w i n g   d e f i n i t i o n s   a p p l y :  

3.1.1 Cont rac tor .  A p r i v a t e   s e c t o r   e n t e r p r i s e   o r   t h e   o r g a n i z a t i o n a l   e l e m e n t  
o f  DoD o r  any o t h e r  Government  agency  engaged t o   p r o v i d e   s e r v i c e s   o r   p r o -  
d u c t s   w i t h i n   a g r e e d   l i m i t s   s p e c i f i e d  by t h e  MA. 

3.1.2  Damage. The p a r t i   a l   o r   t o t a l  1 oss o f  hardware  caused.  by  component 
f a i l  Ure; exposure o f  hardware t o  heat, f i  re ,   o r   o ther   env i ronments  ; human 
e r ro rs ;   o r   o the r   i nadve r ten t   even ts   o r   cond i t i ons .  

3.1.3 Hazard. A c o n d i t i o n   t h a t   i s   p r e r e q u i s i t e   t o  a mishap. 

3.1.4 Hazardous  Event. An occur rence  tha t   c rea tes  a hazard. 

3.1.5 Hazardous  Event  Probabi l i ty .  The l i ke l i hood ,   exp ressed  i n  
q u a n t i t a t i v e   o r   q u a l i t a t i v e   t e r m s ,   t h a t  a hazardous  event will occur.  

3.1.6 Hazard   Probab i l i t y .  The a g g r e g a t e   p r o b a b i l i t y   o f   o c c u r r e n c e   o f   t h e  
i nd i v idua l   haza rdous   even ts   t ha t   c rea te  a spec i f i c   haza rd .  

3.1.7 Hazard  Sever i ty.  An assessment o f   t h e   w o r s t   c r e d i b l e   m i s h a p   t h a t  
c o u l d  be caused  by a spec i f i c   haza rd .  

3.1.8 Managing A c t i v i t y .  The, o r g a n i z a t i o n a l   e l e m e n t   o f  DoD assigned 
a c q u i s i t i o n  management r e s p o n s i b i l i t y   f o r   t h e  system, o r   p r i m e   o r   a s s o c i a t e  
c o n t r a c t o r s   o r   s u b c o n t r a c t o r s  who w i s h   t o  impose  system s a f e t y   t a s k s  on t h e i r  
suppl i ers.  

3.1.9 Mishap. An u n p l a n n e d   e v e n t   o r   s e r i e s   o f   e v e n t s   t h a t   r e s u l t s  i n  death, 
i n j u r y ,   o c c u p a t i o n a l  il 1 ness , o r  damage t o   o r   l o s s  o f  equipment o r   p r o p e r t y .  

3.1.10 Of f - the-she l f   I tem.  An i tem  determined  by a m a t e r i a l   a c q u i s i t i o n  
dec is ion  process  rev iew (DoD, M i l i t a r y  Component, o r   s u b o r d i n a t e   o r g a n i z a t i o n  
as a p p r o p r i a t e )   t o  be a v a i l  ab1 e f o r   a c q u i s i t i o n   t o   s a t i s f y  an  approved 
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materiel  requirement w i t h  no expenditure  of f u n d s  for deve1 opnent , 
modification,  or improvement (e.g., commercial products,  materiel developed 
by other Government agencies, or materiel developed by other  countries). This 
item may  be procured by the  contractor  or  furnished t o  the  contractor  as 
Government-furnished equipment (GFE) or Government-furnished property (GFP) .  

3.1.1.1 Risk. An expression  of  the poss ib i l i ty  of a mishap i n  terms of  hazard 
severi ty  and hazard probabil i t y .  

3.1.12 Safety. Freedom  from those  conditions  that can cause death,  injury, 
occupational il  1  ness , or damage to  or  loss of equipment or property. 

3.1.13 Subsystem. An element of a  system t h a t ,  i n  i t s e l f  may consti tute a 
system. 

3.1.14 System. A composite, a t  any level of complexity, o f  personnel, 
procedures , materials , tools , equi p e n t  , faci l  i t i  es , and software. The 
elements of th i s  composite en t i ty   a re  used together i n  the  intended 
operational  or  support environment t o  perform a  given t a s k  or  achieve a 
specific  production, suppor t ,  or mission  requirement. 

3.1.15 System Safety. The application of engineering and  management 
pri nci pl es , c r i   t e r i a ,  and techniques t o  optimize  safety w i t h i n  the 
constraints of operational  effectiveness,  time, and cost throughout  a l l  
phases  of  the system l i f e  cycle. 

3.1.16 System Safety Engineer. An engineer who i s  qualified by t r a i n i n g  
and/or  experience  to perform system safety  engineering  tasks. 

3.1.17 System Safety Engi neeri ng. An engineering  disci pl i ne requi ri ng 
SDecialized  professional knowledge and s k i l l s  i n  applying sc i en t i f i c  and 
engineering  principles,   cri teria,  and techniques  to  identify and eliminate 
hazards ,  o r  reduce the risk associated w i t h  hazards.  

3.1.18 System Safety Group/Working Group. A formally  chartered group of 
persons,  representing  organizations  associated w i t h  the system acquisition 
program, organized to   ass is t   the  MA system program  manager i n  achieving  the 
system safety  objectives.  Regul ations of  the Mil i t a r y  Components define 
requirements,  responsibilities, and memberships. 

3.1.19 System Safety Management. An element of  management t h a t  defines  the 
system safety program requirements and ensures  the p l a n n i n g ,  implementation 
and accomplishment of  system safety tasks and act ivi t ies   consis tent  w i t h  the 
overall program requirements. 

3.1.20 System Safety Manager. A person responsible t o  program  management 
for se t t ing  u p  and managing the system safety program. 

3.1.21  System Safety Program. The  combined tasks and ac t iv i t i e s  of system 
safety management  and system safety  engineering  that enhance operational 
effectiveness by satisfying  the system safety requirements i n  a timely, 
cost-effective manner throughout a l l  phases of  the system l i f e  cycle. 

3 
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3.1.22 System Safety Program P lan .  A description of the planned methods t o  
be used by the  contractor  to implement the  tailored  requirements of this stan- 
d a r d ,  including  organizational  responsibilities,  resources, methods of 
accomplishment, milestones,  depth of  e f fo r t ,  and integration w i t h  other 
program engi  neeri ng and  management act i  v i  t i  es and re1 at'ed systems. 

3.2 Abbreviations.  Abbreviations used i n  this document are  defined  as 
f 01 1 ows : 

AE 
CDR 
CDRL 
CPCI 
DID 
DoD 
DOT 
ECP 
EPA 
MA 
O&SHA 
OSHA 
P HA 
P HL 
RFP 
SHA 
sow 
SSG 
SSHA 
SSPP 
SSWG 

Architect and Engi neeri ng Fi rm 
Cri t i  cal Desi gn Review 
Contract Data Requirements List 
Computer Program Configurati on Item 
Data I tem  Des cr i  p t i  on 
Department of Defense 
Department of Trans p o r t a t i  on 
Engineering Change Proposal 
E n v i  ronmental Protection Agency 
Managing Acti v i  t y  
Operating & Support  Hazard Analysis 
Occupational Safety and  Heal t h  Administration 
Preliminary Hazard Analysis 
Prel imi nary Hazard List 
Request for Proposal 
System Hazard Analysis 
Statement of  Work 
System Safety Group 
Subsystem Hazard Analysi S 
System Safety Program Plan 
System Safety Working Group 

4. SYSTEM SAFETY REQUIREMENTS. 

4 

4.1 System Safety Program. The contractor  shall  establish and m a i n t a i n  a 
system safety program t o  support e f f ic ien t  and effective achievement  of 
overall  objectives. 

4.2 System Safety Program Objectives. The system safety program shall 
define a systematic approach t o  make sure: 

a .  Safety,  consistent w i t h  mission  requirements i s  designed into  the 
system i n  a timely,  cost-effective manner. 

b.  Hazards associated w i t h  each system are  identified,  evaluated, and 
el  iminated, or the  associated risk reduced t o  a 1 eve1 acceptable  to  the MA 
throughout  the  entire l i f e  cycle  of a system. Risk shall be described i n  r isk 
assessment terms (see paragraph 4.5 below). 

c.  Histori  cal  safety  data,  including 1 essons 1 earned from other  systems, 
are  considered and used. 

d .  Minimum risk i s  sought i n  accepting and using new designs , 
materials,  and production and test  techniques. 

4 
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e.  Actions  taken to  eliminate hazards  or  reduce risk t o  a 1 evel 
acceptable  to  the MA are  documented. 

the  timely  inclusion  of  safety  features d u r i n g  research and development and 
acquisition of a system. 

f .  Retrofit  actions  required t o  improve safety  are  minimized th rough  

.9 Changes i n  design,  configuration,  or  mission  requirements  are 
accomplished i n  a manner t h a t  maintains a risk 1 evel acceptable  to  the MA. 

h .  Consideration i s  given t o  safety,  ease  of disposal , and 
demili tarization of any hazardous materials  associated w i t h  the system. 

i .  Significant  safety  data  are documented as  "lessons  learned" and are 
submitted to  d a t a  banks or  as proposed changes t o  applicable  design handbooks 
and specifications.  

4.3 System Safety Design Requirements. System safety  design  requirements 
will be  specified  after review  of pertinent  standards,  specifications, 
regul  ation.s,  design handbooks and other  sources of design  guidance for 
appl icabil   i ty  to  the  design o f  the system. Some general system safety  design 
requirements  are: 

a .  Eliminate  identified  hazards  or reduce associated risk t h r o u g h  
design,  including  material  selection  or  substitution. When potentially hazar- 
dous materials must be used, select  those w i t h  l e a s t  risk throughout  the l i f e  
cycle of  the system. 

b. Isolate  hazardous substances, components, and operations from other 
ac t i  v i  t i  es ,   areas ,  personnel , and i ncompati bl e materi al  s. 

c.  Locate equipment so that  access dur ing  operations,  servicing, 
maintenance, repair ,   or  adjustment m i  nimi zes  personnel  exposure to  hazards 
( e  .g . , hazardous chemi cal S, h i  gh vol tage,  el  ectromagneti c radi a t i  on, cu t t i  ng 
edges,  or  sharp points). 

J 

d .  Mi nimi ze ri s k resul t i  ng from excessi ve envi ronmental condi ti ons 
(e.9.)  temperature,  pressure,  noise,  toxicity,  acceleration and vibration).  

e. Design t o  minimize risk created by human error i n  the  operation 
and support of the system. 

f. Consider al   ternate approaches to  minimize risk from hazards that  
cannot be el imi nated. Such approaches incl ude inter1 ocks , redundancy, 
f a i l  safe  desi gn, system protection, f i  re  suppression , and protective 
cl  ot h i  ng ,  equi pment , devi  ces, and procedures. 

g .  Protect  the power sources,  controls and c r i t i ca l  components of 

h. When al  ternate  design approaches  cannot eliminate  the  hazard,  provide 

redundant  subsystems by physical  separation  or  shieldi-ng. 

warning and caution  notes i n  assembly, operations,  maintenance, and repair  
i nstructi ans , and d i  s t i  ncti ve markings on hazardous components and materi  al S, 
equipment, and faci l i t ies   to   ensure personnel and equipment protection. These 
shall be standardized i n  accordance w i t h  MA requirements. 

~ "_ 5 
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i. M i n i m i z e   t h e   s e v e r i t y   o f   p e r s o n n e l   i n j u r y   o r  damage t o  equipment i n  
t h e   e v e n t   o f  a mishap. 

j . Desi gn s o f t w a r e   c o n t r o l  1 ed o r   m o n i t o r e d   f u n c t i o n s   t o  m i  n imize .  
i n i t i a t i o n   o f  hazardous  events  or  mishaps. 

k.  Review  design c r i t e r i a   f o r   i n a d e q u a t e   o r   o v e r l y   r e s t r i c t i v e  
requ i rements   regard ing   sa fe ty .  Recommend  new d e s i g n   c r i t e r i a   s u p p o r t e d   b y  
s tudy ,   ana lyses ,   o r   tes t   da ta .  

4.4 System Safety  Precedence. The o r d e r   o f  precedence f o r   s a t i s f y i n g  system 
sa fe ty   requ i rements  and r e s o l v i n g   i d e n t i f i e d   h a z a r d s   s h a l l  be  as fo l l ows :  

a. Des ign   f o r  Minimum Risk.  From t h e   f i r s t ,   d e s i g n   t o   e l i m i n a t e  
hazards . I f  an iden t i f i ed   haza rd   canno t  be e l iminated,   reduce  the  assoc iated 
r i s k   t o  an a c c e p t a b l e   l e v e l ,  as def ined  by  the MA, th rough  des ign   se lec t ion .  

b. Incorporate  Safety   Devices.  I f  iden t i f i ed   haza rds   canno t  be 
e l i m i n a t e d   o r   t h e i r   a s s o c i a t e d   r i s k   a d e q u a t e l y   r e d u c e d   t h r o u g h   d e s i g n  
s e l e c t i o n ,   t h a t   r i s k   s h a l l  be reduced t o  a 1 eve l   accep tab le   t o   t he  MA through . 
t h e  use o f   f i x e d ,   a u t o m a t i   c ,   o r   o t h e r   p r o t e c t i v e   s a f e t y   d e s i g n   f e a t u r e s   o r  
dev i ces .   P rov i s ions   sha l l  be made f o r   p e r i o d i c   f u n c t i o n a l   c h e c k s   o f   s a f e t y  
dev i  ces when appl i cab1 e. 

c.  Provide  Warning  Devices. When ne i the r   des ign   no r   sa fe ty   dev i ces   can  
e f f e c t i v e l y   e l i m i n a t e   i d e n t i f i e d   h a z a r d s   o r   a d e q u a t e l y   r e d u c e   a s s o c i a t e d  
r i s k ,   d e v i  ces s h a l l  be used t o   d e t e c t   t h e   c o n d i   t i o n  and t o  produce an 
adequate   warn ing   s igna l   to   a le r t   personne l  o f  the  hazard.  Warning  signals  and 
t h e i r   a p p l i c a t i o n   s h a l l  be des igned   to   m in im ize   t he   p robab i l  i ty  o f   i n c o r r e c t  
personne l   reac t i  on t o   t h e   s i  gnal S and s h a l l  be  standardized wi th in  1 i ke  types 
o f  systems. 

d. Deve1  op Procedures and T ra in ing .  Where i t  i s   i m p r a c t i c a l   t o   e l i m i n a t e  
haza rds   t h rough   des ign   se lec t i on   o r   adequa te l y   reduce   t he   assoc ia ted   r i sk   w i th  
s a f e t y  and  warning  devices,  procedures and t r a i n i n g   s h a l l  be  used.  However, 
w i t h o u t  a s p e c i f i c   w a i v e r ,  no w a r n i n g ,   c a u t i o n ,   o r   o t h e r   f o r m   o f   w r i t t e n   a d v i -  
s o r y   s h a l l  be used as t h e   o n l y   r i s k   r e d u c t i o n  method f o r   C a t e g o r y  I o r  II 
hazards  (as  defined i n  paragraph 4.5.1 be l  ow). Procedures may i n c l  ude the  use 
o f  persona l   p ro tec t ive   equ ipment .   Precaut ionary   no ta t ions   sha l l  be standard- 
i z e d  as spec i f i ed  by the  MA. Tasks  and a c t i v i t i e s   j u d g e d   c r i t i c a l  by  the MA 
may r e q u i r e   c e r t i f i c a t i o n   o f   p e r s o n n e l   p r o f i c i e n c y .  

4.5 Risk  Assessment .   Dec is ions   regard ing   reso lu t ion   o f   iden t i f ied   hazards  
s h a l l  be  based  on  assessment  of, t h e   r i s k   i n v o l v e d .  To a id   t he   ach ievemen t   o f  
t he   ob jec t i ves   o f   sys tem  sa fe ty ,   haza rds   sha l l  be cha rac te r i zed  as t o  hazard 
s e v e r i t y   c a t e g o r i e s  and hazard  probabi l  i t y  1 evel  s, when poss ib le .   S ince   the  
p r i o r i t y   f o r  sys tem  sa fe ty   i s   e l im ina t ing   hazards   by   des ign ,  a r i s k  assessment 
p rocedure   cons ide r ing   on l y   haza rd   seve r i t y  will g e n e r a l l y   s u f f i c e   d u r i n g   t h e  
e a r l y   d e s i g n  phase t o   m i n i m i z e   r i s k .  When hazards  are a no t   e l im ina ted   du r ing  
t h e   e a r l y   d e s i g n  phase, a r i s k  assessment  procedure  based  upon  the  hazard 
p r o b a b i l i t y ,  as w e l l  as haza rd   seve r i t y ,   sha l l  be  used t o   e s t a b l i s h   p r i o r i t i e s  
f o r   c o r r e c t i v e   a c t i o n  and r e s o l   u t i o n   o f   i d e n t i f i e d  hazards. 

4.5.1 Hazard   Sever i ty .   Hazard   sever i ty   ca tegor ies   a re   de f ined  to   p rov ide  a 
q u a l i t a t i v e  measure o f  t he   wors t   c red ib le   m ishap   resu l t i ng   f rom  pe rsonne l  
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error ;  environmental conditions;  design  inadequacies;  procedural  deficiencies; 
or system, subsystem or component failure  or  malfunction  as  follows: 

Des cri  p t i  on Category Mishap Defi n i  t i  on 

CATASTROPHIC I Death or  system loss  

CRITICAL 

MARGINAL 

I I  

I I  I 

Severe injury,  severe  occupational 
i l  1 ness,  or major  system damage. 

Minor injury,  minor occupational 
i l  1 ness , or m i  nor system damage. 

NEGLIGIBLE  IV Less t h a n  minor injury,  occupational 
il  1 ness, or system damage. 

These  hazard severity  categories provide  guidance t o  a wide variety of 
programs. However, adaptation  to a parti cul a r  program is  generally  required 
t o  provide a mutual understanding between the MA and the  contractors as t o  the 
meaning o f  the  terms used i n  the  category  defi n i  t ions.  The adaptation must 
define what consti  tutes system loss ,  major or m i  nor system damage, and severe 
and m i  nor injury and occupational il  1 ness. 

r 
-i, Assigning a quan t i  t a t i ve  hazard probabi l  i t y  t o  a potential  design  or 

4.5.2 Hazard Probability. The probability t h a t  a hazard will be created 
d u r i n g  the planned l i f e  expectancy  of  the system can be descri bed i n  potential 
occurrences per u n i t  of time,  events,  population, i'tems, or   act ivi ty .  

procedural hazard is   general ly  n o t  possible  early i n  the  design  process. A 
qual i ta t ive hazard probabi l  i t y  may  be derived from research,  analysi s, a n d  
evaluation  of  histori  cal  safety  data from simil a r  systems.  Supporting 
rational e for assigning a hazard probabil i t y   sha l l  be documented i n  hazard 
analysis  reports. An exampl e of a qual i ta t ive hazard probability  ranking is: 

Descri p t i  on*  Level Speci f i c I n d i  v i  dual I tem F1 eet  or Inventory** 

FREQUENT A Likely t o  occur  frequently.  Continuously  experienced 

L PROBABLE B Will occur  several  tlmes i n  Will occur  frequently 
l i f e  of an item 

OCCASIONAL C Likely  to  occur sometime Will occur several  times 
i n  l i f e  of an item 

REMOTE D Unlikely b u t  possible  to  Unlikely b u t  can reasonably 
occur i n  l i f e  of an item be expected to  occur 

IMPROBABLE E So unlikely, i t  can be  Un1 i kely to  occur, b u t  
assumed occurence may n o t  possi bl e 
be experienced 

*Definitions o f  descriptive words may have t o  be modified based on quantity 

**The s i ze  of the f l  eet  or  inventory shoul d be defined. 
i nvol ved. 
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4.6 A c t i o n  on I d e n t i f i e d  Hazards .   Ac t ion   sha l l  be taken t o  e l im ina te   i den -  
t i f i e d  hazards   o r   reduce  the   assoc ia ted   r i sk .  CATASTROPHIC and  CRITICAL 
hazards  shal l  be e l i m i n a t e d  or t h e i r   a s s o c i a t e d   r i s k   r e d u c e d   t o  a l e v e l  accep- 
t a b l e   t o   t h e  MA. If t h i s   i s   i m p o s s i b l e   o r   i m p r a c t i c a l ,   a l t e r n a t i v e s   s h a l l  be 
recommended t o   t h e  MA. 

I-. . 

\.~ x 

5.  TASK  DESCRIPTIONS. The t a s k   d e s c r i p t i o n s   a r e   d i v i d e d   i n t o  two general 
sec t ions :   Sec t ion  100,  Program Management  and Con t ro l  and Sec t ion  200, Design 
and  Eva1 u a t i  on. 

Custodi  ans : 
Army - AV 
Navy - AS 

Revi ewi ng A c t i  v i  ti es : 
Army - AV, AT, SC, AR, M I  
Navy - AS, O S ,  SH, YD, SA, EC 
Air Force - 11, 13,  19, 26 

P r e p a r i n g   A c t i v i t y  
Air Force - 10 

P r o j e c t  No. - SAFT-O002 

. 
/- 
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I C  TASK 100 

SYSTEM SAFETY PROGRAM 

i 100.1 Purpose. The purpose  of Task 100 i s  t o  conduct a basic system safety 
program. The to ta l  system safety program is  this task pl us all   other  tasks i n  
Sections 100 and 200 designated by the MA. 

100.2 Task Description. Set up a system safety program  which meets the 
requirements  of  Section 4., SYSTEM SAFETY REQUIREMENTS, and all   other 
desi  gnated  tasks i n  Sections 100 and 200. 

I -  

100.3 Details  to be Specified by the MA (Reference 1.3.2.1). 

100.3.1 Details  to be specified i n  the SOW shall  include  the  following  as 
appl i ca bl e: 

~ 

I (R) a.  Imposition  of Task 100. , 

(R) b .  Tailoring o f  Section 4 t o  meet specif ic  program requirements. 

(R) c.  Acceptable 1  eve1 of risk. 
I 

.r- d .  Addition  of  other  specific system safety program requirements. 

=& 
c= 
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TASK 101 

SYSTEM SAFETY PROGRAM PLAN 
. 

101 .I Pur ose The purpose of the Task 101 i s  t o  deve1 op a system safety 
program  -+kPP). pl an I t  shall  describe i n  detail   tasks and a c t i v i t i e s  of 
system safety management  and system safety  engineering required to   ident i fy ,  
evaluate, and eliminate  hazards , or reduce  the  associated risk t o  a 1 eve1 
acceptable  to  the MA throughout  the  system l i f e   cyc le .  

101.2 Task Description. The contractor  shall  develop a SSPP t o  provide a 
basis of understanding between the  contractor and the MA as t o  how the system 
safety program will be accomplished t o  meet contractual  safety  requirements 
included i n  the general and special provisions of  the  contract. The SSPP 
shall  include  the fo l lowing:  

101.2.1 Program Scope and Objectives. Each SSPP shall  describe,  as a minimum, 
the four elements of  an effect ive system safety program: a planned  approach 
for task accomplishment, qualified  people t o  accomplish tasks , author i ty   to  
imp1 ement tasks through a l  1 levels of management , and appropriate  resources 
both manning  and f u n d i n g  t o  assure  tasks  are completed. The SSPP shall  define 
a  program to   s a t i s fy   t he  system safety  requirements imposed by the  contract. 
This section  shall : 

a.  Descri be the  scope of the  overall program and the re1  ated  system 
safe ty  pro gram. 

b. List the tasks and ac t iv i t ies   o f  system safety management  and 
engineering.  Descri be the i nterrel   at ions hips between system safety and other 
functional  elements of the program. Other program requirements and tasks 
applicable t o  system safety  shal l  be l i s ted  including  the  identification o f  
where they  are  specified  or  described. 

101.2.2 System Safety  Organization. The SSPP shall  describe: 

a .  The system safety  organization  or  function w i t h i n  the  organization of 
the  total  program u s i n g  charts t o  show the  organizational and functional 
re1 a t i  ons h i  ps , and  1 i nes of communi cat i  on. 

b. The responsibi l i ty  and authority  of system safety person-nel , other 
contractor  organizational  elements involved  i n  the system sa fe ty   e f fo r t ,  
subcontractors , and system safety groups. Identify  the  organizational u n i t  
responsible for  executi ng each task.   Identify  the  authority i n  regard t o  
resol u t i  on of al 1 identified  hazards. Include the name, address and t e l  ephone 
number of the system safety program manager. 

c .  The s taff ing  of  the system safety  organization  for the duration of 
the contract t o  include manpower 1 oading , control  of  resources and the 
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qualifications of  key system safety personnel  assigned , including  those who 
possess  coordination/approval  authority  for  contractor  prepared  documentation. 

d .  The procedures by which the  contractor will integrate and coordinate 
the system safety  efforts  including assignment  of  the system safety 
requirements t o  action  organizations. and subcontractors,  coordination of 
subcontractor system safety programs , integration  of hazard analyses, program 
and design  reviews, program status  reporting, and system safety groups. 

e .  The process through which contractor management decisions will be 
made including  timely  notification, of unacceptable  risks,  necessary  action, 
mi shaps  or mal functions , wai vers t o  safety requirements , program devi ations , 
e tc .  

101.2.3 System Safety Program Mil estones. The SSPP shall : 

a .  Defi ne system safety program mil estones. 

b. Provide a program schedule o f  safety  tasks  including start  and 
compl etion  dates,  reports,  reviews, and estimated manpower loading. 

c.  Identify  integrated system activities  (i.e.,   design  analyses,  tests, 
and demonstrations)  applicable t o  the system safety program b u t  specified i n  
other  engineering  studies t o  preclude  duplication.  Included  as a 'par t  o f  this 
section  shall be the  estimated manpower loading  required  to do these tasks. 

101.2.4 General System Safety Requirements and Cri ter ia .  The SSPP shal l :  

a .  Describe  general  engineering  requirements and design c r i t e r i a   fo r  
safety.  Describe safety requirements for suppor t  equipment and operational 
safety requirements for a l l  appropriate phases  of the l i f e  cycle up  t o ,  and 
including,  disposal.  List  the  safety  standards and system specifications 
containing  safety  requirements  that  shall be complied w i t h  by the  contractor. 
Include t i t l e s ,   d a t e s ,  and  where applicable, paragraph numbers. 

b.  Descri be the risk assessment  procedures. The hazard severity 
categories, hazard  probabil i t y  1 evels, and the system safety precedence t h a t  
shall be followed t o  sat isfy  the  safety requirements of t h i s  s tandard.  State 
any qualitative or quantitative measures  of safety  to  be used for risk 
assessment  including a description  of  the  acceptable risk level.  Include 
system safety  definit ions which deviate from or  are i n  addition  to  those i n  
this s tandard .  

c .  Descri be closed-loop  -procedures for taking  action  to  resol ve 
identified hazards  including  those  involving GFE and off-the-shelf equipment. 

101.2.5 Hazard Analyses, The SSPP shall  describe: 

a.  The anal ysi S techniques and formats to  be used i n  quali tative  or 
quanti  tative  analysis  to  identify  hazards,  their  causes and ef fec ts ,  hazard 
elimination,  or risk reduction  requirements and how those  requirements  are 
met. 
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b. The depth w i t h i n  the system to which each  technique i s  used including 
hazard identification  associated w i t h  the  system,  subsystem, components, per- 
sonnel , ground suppor t  equipment, GFE, f a c i l i t i e s ,  and the i r   in te r re la t ionship  
i n  the  logistic  support,  training,  maintenance, and operational  environments. 

. c.  The integration  of  subcontractor hazard analyses w i t h  overall system 
hazard  analyses. 

101.2.6 System Safety Data. The SSPP sha l l :  

a .  Descri be the approach for researching, d i s t r i b u t i n g ,  and analyzing 
pertinent  historical  hazard or mishap data. 

b. Identify  deliverable  data by t i t l e  and  number. 

c .   Ident i fy  non-del iverabl e system safety  data and descri be the 
procedures for access ib i l i ty  by the MA and retention of data of his tor ical  
value. 

101.2.7 Safety  Verification. The SSPP shall  describe: 

a.  The verification  ( test ,   analysis,   inspection,  etc.)   requirements  for 
making sure  that   safety i s  adequately  demonstrated.  Identify  any  certification 
requirements  for  safety  devices  or  other  special  safety  features. 

F 
L" b. Procedures for making sure test  information i s  transmitted  to  the MA 

for review and analysis. 

c.  Procedure for ensuring the  safe  conduct of a l l   t e s t s .  

101.2.8 A u d i t  Program. The SSPP shall  describe  the  techniques and 
procedures t o  be employed by the contractor  to make sure  the  objectives and 
requirements o f  the system safety program are being  accomplished. 

101.2.9 Trainin . The  SSPP shall  describe  the safety  training  for  engi- 
neeri ng  , + t e c  n i  ci  an,  operating , and maintenance personnel . 
101.2.10 Mishap  and Hazardous Malfunction  Analysis and Reporting. The 
contractor  shall  descri be i n  the SSPP the .mishap and hazardous mal function 
analysis  process  including  alerting the MA. 

101.2.11 System Safety  Interfaces. The SSPP shall   identify,  i n  de ta i l :  

a. The interface between system safety and a l l  other  applicable  safety 
discipl ines  such  as: nuclear  safety,  range  safety,  explosive and ordinance 
safe ty ,  chemical and biological  safety,   laser  safety and any others.  

b .  The interface between system safety and a l l  other  support  disci pl ines 
such as:   maintenance,  quali ty  control,   reliabil i ty,  human factors  engineering, 
medical support (heal t h  hazard assessments), and any others. 
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101.3 Details  to be Specified by the MA (Reference  1.3.2.1). 'i.c- -* 

101.3.1 Details t o  be specified i n  the SOW shall  include the following,  as 
appl i  cab1 e: 

( R )  a.  Imposition  of  Tasks 100 and 101. 

(R) b. Identification  of  contractual  status  of the SSPP. 

c.  Identi f i   cation  of  additional  tasks t o  be performed or additional 
i nformati on t o  be provided. 

d .  Format, content, and delivery  schedule  including  updates  of any data 
required. - 

e. Requirements for  reporting mis haps and hazardous mal functions. 
S 

i 
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TASK 102 

INTEGRATION/MANAGEMENT OF ASSOCIATE CONTRACTORS, SUBCONTRACTORS, AND 
ARCHITECT AND ENGINEERING FIRMS 

102.1 Purpose. The purpose  of Task 102 i s  to  provide the system integrating 
contractor and YA w i t h  appropriate management surveillance o f  other 
contractors'  system safety programs, and the  capability t o  establish and main- 
ta in  uniform integrated system safety program requirements. This t a sk  will 
also  describe  architect and engineering  firms' ( A E )  system safety programs. 

102.2 Task Description. 

102.2.1 Integrating  Contractor. The contractor  designated  as  integrator  for 
the  safety  functions of all  associated  contractors sha l l  : 

a.  Prepare an integrated system safety program pl an (ISSPP) as  the SSPP 
required by Task 101 defining  the rol e of  the  integrator and the  effor t  
required from each associate  contractor t o  he1 p integrate system safety 
requirements  for  the t o t a l  system. In a d d i t i o n  t o  the  other  contractually 
imposed requirements from this standard,  the p l a n  sha l l  address and identify: 

(1) Analyses, r i sk  assessment, and  verification d a t a  t o  be developed by 
each associate  contractor w i t h  format and  method t o  be ut i l ized.  

( 2 )  Data each associate  contractor i s  required  to submit t o  the 
integrator and i t s  scheduled  delivery keyed to  program mil estones. 

(3 )  Schedule and other  information  considered  perti  nent by the 
integrator.  

( 4 )  The  method of development of  system 1 eve1 requirements to  be 
allocated t o  each of  the  associate  contractors as a pa r t  of the system 
specification, end-item specifications,  and other  interface  requirement 
documentation. 

( 5 )  Safety-related  data  pertaining  to  off-the-shelf  items. 

b. Ini t ia te   act ion through the MA t o  make sure each associate  contractor 
is  required  to be responsive t o  the ISSPP.  Recommend contractual  modification 
where the need exis ts .  

c. When conducting risk assessments, examine the  integrated system 
design,  operations, and specifically  the  interfaces between the  products of 
each associate  contractor. Data provided by associate  contractors  shall be 
used i n  the conduct o f  this effor t .  

d.  When performing a safety  assessment, summarize the mishap risk 
presented by the  operation o f  the  integrated system. 

TASK 102 
30 March 1984 

102-1 

- " 

Licensed by Information Handling ServicesLicensed by Information Handling Services



MIL-STD-882B 
30 March  1984 

e. Provide assistance and guidance to  associate  contractors  regarding 
safety  matters 

f .  Resolve differences between associate  contractors i n  areas  related  to 
safety,  especially  during development of safety  inputs t o  system and item 
specifications.  Where prob1 ems cannot be resolved .by the  integrator,  notify 
the MA for  resolution and action. 

g. Ini t ia te   act ion th rough  the MA to  make sure  information  required by 
an associate  contractor (from the  integrating  contractor or other  associate 
contractors) t o  accompl i sh   sa fe ty   t asks ,   i s  provided i n  an agreed-to  format. 

h .  Develop a method of  exchanging safety  information between 
contractors.  If  necessary,  schedule and conduct technical meetings between 
all  associate  contractors t o  discuss,  review, and integrate   the  safety  effor t .  

i .  Implement an a u d i t  program to make sure  the  objectives and 
requirements of the system safety program are being  accomplished. 

102.2.2 Associate  Contractor.  Associate  contractors shall provide safety 
data and support needed by other  associate  contractors and the  integrator 
u n t i l  the  integrator  decides t h a t  such support  i s  no longer  necessary and t h a t  
decision i s  approved by the MA. 

102.2.3 Subcontractors.  Applicable  provisions of this standard  shall be 
incl uded i n  all  contracts w i t h  major subcontractors. 

a .  Major subcontractors shall be required  to.maintain  suitable 
documentation o f  safety  analyses  they have performed i n  formats which will 
permit  incorporation of t he i r  d a t a  i n t o  the  overall  analysis program. 

b. Major subcontractors shall be required  to  develop system safety 
program pl ans to be included  as annexes t o  the prime contractor 's  
SSPP 

c.  Lesser  subcontractors and vendors shall be required  to  provide 
informati on on' component and subassembly character is t i  CS including  fail Ure 
modes, f a i l  Ure rates;  and possible  hazards, which will permit prime contractor 
personnel t o  evaluate  the items for the i r  impact on safety  of  the system. 

102.2.4 Architect and Engineering Firms. The AE shall be responsible  for 
conducti nq faci l  itv hazard analyses and o ther   fac i l i ty  SSPP functions  as spec- 
i f ied i n  the SOW. -The AE shall-be  responsible  for  securing  the  expertise . 
necessary  to perform the  required work and will have the same responsibi l i t ies  
as a prime contractor i n  hazard identification,  tracking, and resolution. The 
AE shall assure t h a t  design  subcontrators  or  consultants  maintain and provide 
sui table  documentation  of any safety  analyses performed. 
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102.3 Details t o  be Specified by the MA (Reference  1.3.2.1). 

102.3.1 Details t o  be specified i n  the SOW shall  include t h e  following,  as 
appl i  cab1 e: 

( R )  a.  Designation  of the system safety  integrating  contractor.  

( R )  b. Impocition o f  Tasks 100, 101 and  102 as   ta i lored.  

c .  Format, content, and delivery  schedule  of any data  required. 

102-3 
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TASK 103 

SYSTEM SAFETY PROGRAM REVIEWS 

103.1 Purpose. The purpose  of Task 103 i s  t o  establish a requirement for the 
contractor  to  present system safety program reviews, t o  periodically  report  the 
status of the system safety program, and ,  when needed, t o  support  special 
requirements such as  certif ications and f i rs t   f l ight   readiness  reviews. 

103.2 Task Description. The contractor  shall  provide system safety program 
reviews t o  periodically  report t o  the MA the  status  of hazard analyses,  safety 
assessments, and other parts of the system safety program. Also, when needed, 
the contractor  shall  support  presentations t o  Government certifying 
ac t iv i t i e s  such as munitions safety  boards, nucl ear  safety boards,  or f l  i g h t  
safety review  boards. These may also  include  special reviews such as f i r s t  
f l i gh t  reviews or  pre-construction  briefings. 

103.3 Details t o  be Specified by the MA (Reference 1.3.2.1). 

103.3.1 Details t o  be specified i n  the SOW shall  include  the f o l l o w i n g ,  as 
appl  i cab1  e: 

( R )  a .  Imposition of  Tasks 100 and 103. 

b. Identification of  reviews, their   content,  and probable locat ion(s) .  

c.  Method of documenting the  results of  system safety reviews. 

d. Schedule for system safety  reviews. 

e..  Del i very schedule for any d a t a  required prior t o  and af ter   the  
rev i ews . 
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TASK 104 

SYSTEM SAFETY GROUP/SYSTEM SAFETY WORKING GROUP SUPPORT 

104.1 Purpose. The purpose of Task 104 i s  to  require  contractors  to support  
system safety groups (SSGs) and system safety working groups (SSWGs) which are 
established i n  accordance w i t h  service  regulations  or  as  otherwise  defined by 
the MA. 

104.2 Task Description. The contractor  shall  participate  as an active member 
of MA SSG/SSWGs. Such par t ic ipat i  on shall  include  activities  specified by the 
MA such as: 

a.  Presentation of the contractor  safety program status, including 
resul ts  of design  or  operations  risk  assessments. 

b. Summaries of hazard analyses  including  identification  of problems and 
s ta tus  of resolution. 

c.  Presentation of resul ts  of  analyses of R&D mishaps and hazardous 
malfunctions i n c l u d i n g  recommendations and action  taken t o  prevent future 
recurrences. 

d .  Documentation and distribution of  meeting agendas and minutes. 

e. Responding t o  action  items  assigned by the chairman of  the SSG/SSWG. 

104.3 Details t o  be Specified by the MA (Reference 1.3.2.1). 

104.3.1 Details t o  be specified i n  the SOW should  include  the  following,  as 
appl i cab1 e: 

( R )  a. Imposition o f  Tasks 100 and 104. 

( R )  b. Contractor membership requirements and role  assignments,  e.g., 
recorder, member , a l  ternate,  or  techni  cal  advisor. 

( R )  c .  Frequency or  total  number of SSG,!SSWG meetings and probable 
1 ocations . 

d.  Specific SSG/SSWG support  tasks. 

e. Format, content, and del i very  schedul e o f  any data  required. 
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c TASK 105 

HAZARD TRACKING AND R I S K  RESOLUTION 

105.1 Purpose. The purpose o f  Task  105 i s   t o   e s t a b l i s h  a s ing le   c losed- loop  
haza rd   t rack ing  system. 

105.2 Task   Descr ip t ion .  The c o n t r a c t o r   s h a l l   d e v e l o p  a method or   procedure 
t o  document  and t r a c k   h a z a r d s   f r o m   i d e n t i f i c a t i o n   u n t i l   t h e   h a z a r d   i s   e l i m i -  
n a t e d   o r   t h e   a s s o c i a t e d   r i s k   i s   r e d u c e d   t o  a l e v e l   a c c e p t a b l e   t o   t h e  MA, t hus  
p r o v i d i n g  an a u d i t   t r a i l   o f   h a z a r d   r e s o l u t i o n s .  A c e n t r a l i z e d  fil e o r  docu- 
ment  cal 1 ed a "hazard 1 og" s h a l l  be maintained. The hazard 1 og s h a l l   c o n t a i n  
as a m i  nimum: 

a. D e s c r i p t i o n   o f  each  hazard. 

b. Status o f  each  hazard. 

c. T r a c e a b i l i t y   o f   r e s o l u t i o n   a c t i o n  on  each  hazard  f rom  the  t ime  the 

b 

f 

hazard was i d e n t i f i e d   t o   t h e   t i m e   t h e   r i s k   a s s o c i a t e d   w i t h   t h e   h a z a r d  was 
reduced t o  a l e v e l   a c c e p t a b l e   t o   t h e  MA. . 

105.3 D e t a i l s   t o  be S p e c i f i e d  by t h e  MA (Reference 1.3.2.1). 

105.3.1 D e t a i l s   t o  be s p e c i f i e d   i n   t h e  SOW s h a l l   i n c l u d e   t h e   f o l l o w i n g  as 
appl i ca b l  e: 

( R )  a. I m p o s i t i o n   o f   T a s k s  100 and 105. 

(R) b. Hazard  threshol  d f o r   i n c l   u s i o n   i n   t h e   h a z a r d  1 og. 

c. Compl e te   se t   o f   da ta   requ i red   on   t he   haza rd  1 og, i ncl   ud i   ng  format  . 
d. Procedure  by  which  hazards  are  entered  into  the 1 og. 

e. P r o c e d u r e   b y   w h i c h   t h e   c o n t r a c t o r   s h a l l   o b t a i n   c l o s e - o u t   o r   r i s k  
acceptance  by  the MA of  each  hazard. 

f. Format,  content, and del  i v e r y   s c h e d u l e   o f  any da ta   requ i red .  
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TASK 106 

TEST AND EVALUATION SAFETY 

106.1 Purpose. The purpose of Task  106 i s  to make sure  safety  is  considered 
i n  t e s t  and evaluation,  to  provide  existing  analysis  reports and other  safety 
d a t a ,  and to  respond to   a l l   sa fe ty  requirements  necessary for   tes t ing 
in-house, a t   o ther   contractor   faci l i t ies  , and a t  Government ranges , centers,  
or 1  aboratori  es. 

106.2 Task Description. The contractor sha l l  make sure  the  contractor  test 
and evaluation  safety  activit ies recommend actions and evaluate  actions taken 
t o  reduce  or  correct CATASTROPHIC and  CRITICAL hazards i n  the   tes t  and eval- 
uation  environment.  Specific t e s t  and evaluation  safety  activity  tasks shall 
i ncl ude the  fol  1 owi ng: 

I 

. 

106.2.1 Test and Evaluation  Planning.  Planning for t e s t  and evaluation 
safety from the  beginning  of  the  contract  period  to  consider  the  following: 

a.  Test program milestones  requir 
assessments, or other  safety  studies. 

b. Schedule  for  analysis , eval ua t  
procedures, and other documents t o  make 
t e s t i  ng. 

i n g  completion  of  hazard analyses, risk 

ion, and approval o f  t e s t  pl ans, 
sure  safety i s  considered d u r i n g  a l l  

c.  Tha t  t e s t  equipments, instal l   a t ion of t e s t  equipments, and instrumen- 
tation  are  considered i n  hazard analyses  prior t o  t e s t  start.  

d .  Meeting specialized  requirements  designated by the MA and informing 
the MA o f  any identified hazards that   are  unique t o  the   t es t  environment. 

106.2.2 Follow-up Actions. In i t ia t ing  follow-up  action  to  insure completion 
of  the  corrective  efforts taken to  reduce or   correct   tes t  and evaluation 
hazard s. 

106.2.3 Reports.  Maintaining  a  repository  of t e s t  and evaluation 
a hazard/action  status  reports. 

106.3 Details  to be Specified by the MA (Reference  1.3.2.1). 

106.3.1 Details t o  be specified i n  the SOW shall  include  the  following,  as 
appl i ca bl e: 

( R )  a.  Imposition  of Tasks 100 and 106. 

( R )  b. Designation .of applicable  specialized system safety requirements for 
t e s t i  ng. 

( R )  c .  Schedule  for  meeting  requirements  designated i n  106.2 above. 

d .  Format, content, and del i very  schedul  e  of any data  required. 
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TASK 107 

SYSTEM  SAFETY PROGRESS SUMMARY 

107.1 Purpose. The purpose o f  Task 107 i s   t o   p r o v i d e  a pe r iod i c   p rog ress  
r e p o r t   s u m a r i   z i n g   t h e   p e r t i   n e n t   s y s t e m   s a f e t y  management  and eng ineer ing  
a c t i v i t y   t h a t   o c c u r r e d   d u r i n g   t h e   r e p o r t i n g   p e r i o d .  

107.2 Task  Descr ip t ion.  The c o n t r a c t o r   s h a l l   p r o v i d e  a per iod ic   sys tem 
safety   progress  repor t   summar iz ing  genera l   progress made r e l a t i v e   t o   t h e  
sys tem  sa fe ty   p rogram  dur ing   the   spec i f ied   repor t ing   per iod ,  and p r o j e c t e d  
work  for  .the n e x t   r e p o r t i n g   p e r i o d .  The r e p o r t   s h a l l   c o n t a i n   t h e   f o l 1   o w i n g  
i n fo rma t ion :  

a. A b r i e f  summary o f   a c t i v i t i e s ,   p r o g r e s s ,  and s t a t u s   o f   t h e   s a f e t y  
e f f o r t  i n  re1   a t ion   to   the   schedu led   p rogram mil estones. It s h a l l   h i g h 1   i g h t  
s i g n i f i c a n t  achievements and prob1 ems. It shal l   inc lude  p rogress   toward  
comp le t i on   o f   sa fe ty   da ta   p repared   o r  i n  work. 

b .   Newly   recogn ized  s ign i f i can t   hazards  and s i g n i f i c a n t  changes i n   t h e  
degree o f   c o n t r o l   o f   t h e   r i s k   o f  known hazards. 

C. S ta tus   o f   a l  1  recommended c o r r e c t i v e   a c t i o n s   t h a t  have no t  been 
i mpl emen ted.  

d. S i g n i f i c a n t   c o s t  and schedule  changes  that  impact  the  safety  program. 

e. D iscuss ion   o f   con t rac to r   documen ta t i on   rev iewed   by   sa fe ty   du r ing   t he  
repo r t i ng   pe r iod .   I nd i ca te   whe the r   t he  documents  were  acceptable f o r   s a f e t y  
conten t  and whether   or   not   inputs   to   improve  the  safety   posture  were made. 

f. Proposed agenda i tems  fo r   the   nex t   sys tem  sa fe ty   g roup/work ing   g roup 
meeting, i f  such  groups  are  formed. 

107.3 D e t a i l s   t o  be Spec i f i ed  by the  MA (Reference L3.2.1). 

107.3.1 D e t a i l s   t o  be s p e c i f i e d  i n  the  SOW sha l l   i nc lude   t he   f o l l ow ing ,  as 
appl i ca b l  e: 

(R)  a. I m p o s i t i o n   o f   T a s k s  100 and 107. 

(R)  b. S p e c i f i c a t i o n   o f   p r o g r e s s   r e p o r t i   n g   p e r i o d  

c.  Format,  content,  and  del ivery  schedul e of  any  data  required. 
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QUALIFICATIONS OF KEY CONTRACTOR SYSTEM SAFETY ENGINEERS/MANAGERS 

108.1 Purpose. The purpose  of Task 108 i s  to  establish  qualifications  for key 
contractor system safety  engineers and managers. 

108.2 Task Description. The contractor  shall  assign and retain  qualified 
individuals as key system safety  engineers and managers. Key engineers and 
managers are  those who possess  coordination  or approval authority  for  contrac- 
tor documenfati on. 

108.2.1 Pri nci pal System Safety Engi  neer/Manager. Qual i f i  cations of the 
principal system safety  engineer or manager shall consist of one of each of 
the  options i n  each of  the  fol1 owing categories of education, t r a i n i n g ,  and 
experience. 

a .  A minimum of  a Bache1 or  of  Science  degree i n  engineering, appl i ed or 
general  science,  or  safety or business management. 

b. Registration as a professional  safety  engineer i n  one of  the  states 
of  the United States ,  o r  cer t i f ica t ion  by the Board o f  Certified  Safety 
Professionals i n  system safety. 

c. Prior experience  as  a system safety  engineer on a ful l  -time  basis on 
products or systems for a minimum of  three (3)  years d u r i n g  the  preceding  ten 
(10) years i n  a t   l e a s t  one of the  following  functional  areas: 

1. System Safety Management 

2. System Safety  Analysis 

3. System Safety Design 

4. System Safety Research 

5. System Safety  Operations 

6. System Safety  Administration 

7 .  System or Equipment  Mishap Investi  gation 

8. Human Factors  Engineering 

9. Task Analysis 

10. Product  Assurance Engineering 

11. Re1 i abil i t y  Engi neering 

TASK 108 
30 March  1984 
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108.2.2 Other Safety Engi neers/Managers . Qual i f i  cat i  ons for other key safety 
engineers and managers shall be: 

I 

a. A minimum of a Bachelor  of  Science  degree i n  engineering,  applied  or 
general  science,  safety or busi ness management . ' 

b . Prior  degree re1 ated experience of two (2)  years i n  a non-safety 
f i e l d  or one (1) year i n  safety. 

108.2.3 Waiver for  Not Meeting Qualifications. The contractor  shall submit a 
request  for waiver i f  the  principal system safety  engineer does not meet the 
above qualifications.  

108.3 Details  to be Specified by the MA (Reference 1.3.2.1). 

108.3.1 Details  to be specified i n  the SOW shall include the following, as 
appl i ca bl e: 

( R )  a. Imposi tion  of Tasks 100 and 108. 

b. Specification of other minimum qualifications.  

TASK 108 
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TASK 201 

PRELIMINARY HAZARD LIST 

201.1 Purpose. The purpose of Task 201 i s  to  compile a preliminary hazard 
l i s t  ( P m y  ear ly  i n  the system acquis i t ion  l i fe   cycle   to   enable   the MA t o  
choose any hazardous areas on which t o  p u t  management emphasis. 

201.2 Task Description. The contractor  shall examine the system concept 
shogt ly   af ter   the  concept defini t i on   e f fo r t  begins and  compil e a PHL 
identifying possi bl e hazards tha t  may  be inherent i n  the  design. The 
contractor  shall further investi  gate  sel  ected  hazards  or hazardous 
character is t i   cs   ident i f ied by the PHL as  directed by the MA t o  determine t h e i r  
significance. 

( R )  a.  Imposition  of  Tasks 100 and  201. 

b. Format, content, and del i very  schedul e of ,any data required. 

c.  Identification  of  special  concerns. 

(. TASK 201 
30  March 19  
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202.1 Pur  ose. The purpose o f  Task 202 i s   t o  perform and  document a 
p r e l i m i n a r y  + azard  ana lys is  (PHA) t o   i d e n t i f y   s a f e t y   c r i   t i c a l  areas,  evaluate 
h a z a r d s ,   a n d   i d e n t i f y   t h e   s a f e t y   d e s i g n   c r i   t e r i  a t o  be used. 

202.2 Task  Descr ip t ion.  The c o n t r a c t o r   s h a l l   p e r f o r m  and  document a 
p r e l  imi n a r y   h a z a r d   a n a l y s i s   t o   o b t a i n  an i n i t i a l   r i s k  assessment o f  a concept 
o r  system, The PHA e f f o r t   s h a l l  be s t a r t e d   d u r i n g   t h e   c o n c e p t   e x p l   o r a t i o n  
phase o r   e a r l i e s t  1 I f e   c y c l e  phases o f   t he   p rog ram so t h a t   s a f e t y  
c o n s i   d e r a t i  ons a r e  i n c l  uded i n  t r a d e o f f   s t u d i e s  and des ign   a l   t e rna t i ves .  
Based  on the   bes t   ava i l ab le   da ta ,   i nc lud ing   m ishap   da ta   f rom  s im i la r   sys tems  
and o t h e r  1 essons 1 earned,  hazards  associated  wi th  the  proposed  design  or 
f u n c t i o n   s h a l l  be eva lua ted   f o r   haza rd   seve r i t y ,   haza rd   p robab i l i t y ,   and  
o p e r s t i   o n a l   c o n s t r a i n t .   S a f e t y   p r o v i s i o n s  and a l   t e r n a t i  ves  needed t o  
e l iminate  hazards or r e d u c e   t h e i r   a s s o c i a t e d   r i s k   t o  a 1 eve1 a c c e p t a b l e   t o  
t h e  MA s h a l l  be considered. The PHA s h a l l   c o n s i d e r   t h e   f o l 1  owi  ng f o r  
i d e n t i f i c a t i o n  and e v a l u a t i o n   o f   h a z a r d s  as  a minimum: 

a.  Hazardous  components (e.g., f ue l s ,   p rope l l an ts ,   l ase rs ,   exp los i ves ,  
t o x i  c substances,   hazardous  const ruct ion  mater i   a l  S, pressure  systems,  and 

.c other  energy  sources).  
b b. S a f e t y   r e l a t e d   i n t e r f a c e   c o n s i d e r a t i o n s  among var ious  elements o f  
.S 

the  system  (e .g . , m a t e r i   a l   c o m p a t i   b i l  i ti es, e l   ect romagnet l  c i n t e r f e r e n c e  , 
i n a d v e r t e n t   a c t i v a t i o n ,   f i r e / e x p l o s i v e   i n i t i a t i o n  and propagation,  and 
hardware  and  sof tware  control  S) . 

c . Envi ronmenta l   cons t ra in ts  i nc l   ud i   ng   the   opera t ing   env i ronments   (e  .g . , 
drop,   shock ,   v ib ra t ion ,   ex t reme  tempera tures ,   no ise ,   exposure   to   tox ic  
s u b s t a n c e s ,   h e a l t h   h a z a r d s ,   f i r e ,   e l e c t r o s t a t i c   d i s c h a r g e ,   l i g h t n i n g ,  
e l e c t r o m a g n e t i c   e n v i r o n m e n t a l   e f f e c t s ,   i o n f z i n g  and n o n - i o n i z i n g   r a d i a t i o n  
i nc l   ud i   ng  1 a s e r   r a d i   a t i   o n )  . 

d. Operating,  test,  maintenance  and  emergency  procedures (e.g.,  human 
fac to rs   eng inee r ing ,  human e r r o r   a n a l y s i s   o f   o p e r a t o r   f u n c t i o n s  , tasks ,  and 
requ i rements ;   e f fec t   o f   fac to rs   such as equipment  layout,  1 i g h t i   n g  
requirements , p o t e n t i a l   e x p o s u r e s   t o   t o x i c   m a t e r i a l  S , e f f e c t s   o f   n o i s e   o r  
r a d i a t i o n  on human performance; 1 i f e  support   requirements and t h e i r   s a f e t y  
i m p l i c a t i o n s  i n  manned systems,   crash  safety ,   egress,   rescue,   surv iva l  , and 
s a l  vage) . 

i 

e. Fac i l i t i es ,   suppor t   equ ipmen t  (e.g., p r o v i s i o n s   f o r   s t o r a g e ,  
assembly,   checkout,   prooftest i   ng  of   hazardous  systemsrassembl  ies  which may 
i n c l  ude t a x i  c, f1 ammabl  e, e x p l   o s i  ve, c o r r o s i  ve o r  c ryogen ic  fl u i  ds ; r a d i   a t i o n  
o r   n o i s e  mi t t e r s ;   e l e c t r i c a l  power sources)  and t r a i  n i  ng  (e. . t r a i  n i  ng  and 
c e r t i f i c a t i o n   p e r t a i n i n g   t o   s a f e t y   o p e r a t i o n s  and  maintenance 4 . 
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' f .  Safety  related equipment, safeguards, and possible a l  ternate 
approaches  (e.g., interlocks,  system  redundancy, hardware or  software f a i l  
safe  design  considerations, subsystem protection,  fire  suppression  systems, 
personal  protective equipment, industrial   ventilation, and noise or r a d i a t i o n  
barri ers ) . 

u 

202.3 Details  to be Specified by the MA (Reference  1.3.2.1). 

202.3.1 Details  to be specified i n  the SOW shall include  the  following,  as 
appl i ca bl e: 

( R )  a.  Imposition of  Tasks 100 and 202. 

b. Format, content, and delivery schedul e o f  any d a t a  required, 
i ncl ud i  ng m i  n imum hazard probabi l  i t y  and severity  reporti ng thresholds . 

c. Any selected hazards or hazardous areas  to be specif ical ly  examined 
or excluded. 

Y 
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TASK 203 

SUBSYSTEM HAZARD ANALYSIS 

203.1 Purpose. The purpose  of Task 203 i s  t o  perform and document a 
subsystem  hazard analysis (SSHA) t o  ident i fy  hazards  associated w i t h  design of 
subsystems including component f a i l  ure modes, c r i  t i  cal human error i n p u t s ,  and 
hazards result ing from functional re1 a t ionsh ips  between  components and 
equipments comprising each  subsystem. 

203.2 Task Description. The contractor  shall perform and document a 
subsystem hazard analysi S t o  ident i fy   a l l  components and equi pments, i ncl u d i n g  
software, whose performance,  performance  degradation,  functional  failure, or 
inadvertent  functioning  could  result i n  a hazard or whose design does n o t  
satisfy  contractual  safety  requirements. The analysis  shall  incl ude a 
determi n a t i o n  o f  the modes of fa i l  Ure including  reasonabl e human errors  as 
well as sing1 e p o i n t  fail   ures and the  effects on safety when fai lures  occur i n  
subsystem components. I f  no specific  analysis  techniques  are  directed,  the 
contractor  shall o b t a i n  MA approval  of techni  que(s)  to be used prior to  
performing the  analysis. The contractor  shall update the SSHA when needed as 
a resu l t  of any system design  changes. 

203.3 Details t o  be Specified by the MA (Reference' 1.3.2.1). 

203.3.1 Details t o  be specified i n  the SOW shall  include  the  following,  as 
a ~ p l  i cab1 e: 

( R )  a .  Imposition o f  Tasks 100 and 203. 

( R )  b.  Format, content, and del i very  schedul e of  any data  required i ncl ud i  ng 
mi nimum hazard severi ty  and probabi l  i ty  reporting  thresholds. 

c. The specif ic  subsystems t o  be analyzed. 

d .  Specification o f  desired  analysis  technique(s)  and/or format.  

TASK 203 
30 March 1s I84 
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TASK 204 

SYSTEM HAZARD ANALYSIS 

204.1 Purpose. The purpose of  Task 204 i s  t o  perform and document a system 
hazard analysis (SHA) t o  determine  the  safety problem areas o f  the  total system 
desi gn i ncl ud i  ng potenti al safety  cr i  t i  cal human errors.  

204.2 Task Description. The contractor sha l l  perform and document a system 
hazard analysis t o  ident i fy  hazards and assess  the risk of  the t o t a l  system 
desi g n ,  including  software, and specif ical ly  o f  the subsystem interfaces.  
This analysis  shall  include a review of  subsystems interrelationships  for:  

a. Compliance w i t h  specif ied  safety  cr i ter ia .  

b. Possi bl e independent,  dependent, and simul taneous  hazardous  events 
including  fail  ures of safety  devices and common cause tha t  could create a 
hazard. 

c.  Degradation i n  the  safety  of a subsystem or the  total system from 
normal operation  of  another subsystem. 

d .  Design changes t h a t  affect  subsystems. 

e.  Effects of reasonable human errors.  

I f  no specific  analysis  techniques  are  directed,  the  contractor shall o b t a i n  
MA approval  of  technique (S) t o  be  used prior t o  performing the  analysis. The 
SHA may  be performed u s i n g  similar  techniques  to  those used for  the SSHA. The 
contractor  shall update the SHA when needed as a resu l t  of any system design 
changes. ’ 

204.3 Details  to be Specified by the MA (Reference 1.3.2.1). 

204.3.1 Details  to be specified i n  the SOW shall  include  the f o l l o w i n g ,  as 
appl  icabl e: 

( R )  a.  Imposition of Tasks 100 and  204. 

b. Format, content, and del i very  schedul e of any data  requi-red  including 
min imum hazard severi ty  and probabil i ty  reporting  thresholds. 

c.  Specification of  desired  analysis  technique(s)  and/or  format. 

TASK 204 
30  March  1984 
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TASK 205 

OPERATING AND SUPPORT HAZARD ANALYSIS 

205.1 Purpose. The purpose of Task 205 i s   t o  perform and  document an 
operating and support hazard analysis (O&SHA) t o  identify hazards and 
recommend risk  reduction al  ternat i  ves d u r i n g  a l l  phases of  intended system  use. 

205.2 Task Description. The contractor sha l l  perform and document an O&SHA 
t o  examine procedurally  control1 ed ac t iv i t i e s .  The O&SHA identi   f ies and 
evaluates hazards result ing from the imp1 ementation of  operations  or  tasks 
performed by persons,  considering:  the pl anned system configuration/state a t  
each phase of activity;   the  facil  i ty  interfaces;   the planned environments (or 
ranges thereof);  the s u p p o r t i n g  tools  or  other equipment specified for use; 
operational/task  sequence,  concurrent  task  effects and l imitations;  
biotechnological  factors,  regulatory or contractually  specified personnel 
safety and heal t h  requirements; and the  potential for unplanned events 
including  hazards  i.ntroduced by  human errors.  The O&SHA must identify  the 
safety requirements (or a l  ternati  ves) needed t o  eliminate  identified hazards ,  
o r  t o  reduce the  associated risk t o  a 1 eve1  which i s  acceptable under e i ther  
regulatory  or  contractually  specified  criteria. The analysis  shall  identify: 

a.  Activit ies which occur under hazardous condli t ions ,   the i r  time 
periods, and  the  actions  required t o  m i  n imi  ze r i sk  d u r i n g  these 
act i  v i  t i  es/time  periods. 

' b. Changes  needed i n  functional  or  design  requirements for system 
hardware/software, faci l i t ies ,   tool ing,   or   support / tes t  equipment t o  eliminate 
hazards  or  reduce  associated  risks. 

c. Requirements for  safety  devices and equipment, including personnel 
safety and 1 i f e  support  equipment. 

d .  Warnings, cautions, and special emergency procedures  (e.g.,  egress, 
rescue,  escape,  render-safe,  back-out,  etc.). 

e. Requirements for hand1 i ng,  storage,  transporation, mai ntenance , and 
disposal  of  hazardous  materi al  s .  

f .  Requirements for   safety  t ra ining and personnel cer t i f icat ion.  

The O&SHA documents system safety assessment of procedures  invol ved i n :  
system production,  deployment, ins ta l la t ion ,  assembly, tes t ,   operat ion,  
maintenance,  servicing,  transportation,  storage,  modification, 
demili tarization, and disposal. The contractor sha l l  update the O&SHA when 
needed as a resu l t  of  any system design  or  operational changes. I f  no 
specific  analysis  techniques  are  directed,  the  contractor shall obtain MA 
approval  of  technique(s)  to be used prior  to performing the  analysis. 
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205.3 Details t o  be Specified by the MA (Reference  1.3.2.1). 

205.3.1 Details t o  be specified  in  the SOW shall  include the following, as 
appl i ca  bl e: 

( R )  a .  Imposition of  Tasks 100 and 205. 

( R )  b. Format, content, a n d  del i very schedul e of any d a t a  required, including 
minimum hazard probabil i t y  and severity  reporting  thresholds. 

c.  Specification o f  desired  analysis  technique(s)  and/or  format. 

TASK 205 
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TASK 206 

OCCUPATIONAL HEALTH HAZARD ASSESSMENT 

206.1 Purpose: The purpose of Task 206 i s  t o  perform and document an occu- 
pational  health hazard assessment ( O H H A )  t o  identify heal t h  hazards and propose 
protective measures t o  reduce  the  associated risk t o  a level  acceptable t o  the 
MA. 

206.2 Task Descri p t i  on 

206.2.1 -An OHHA shall be performed and documented t o  identify  health hazards 
and t o  recommend engineering  control S , equipment , and/or  protecti ve proce- 
dures , t o  reduce  the  associated risk t o  a 1 evel acceptable t o  the MA. 
Specific  occupational heal t h  hazards and impacts that  shall  be consi  dered 
i ncl ude : 

a .  Toxi c materi  al s (e.g. , carcinogens or suspected  carcinogens , systemic 
poisons , asphyxiants y and respiratory  i r r i tants) .  

b .  Physical  agents  (e.g.,  noise,  heat or cold s t r e s s ,  i o n i z i n g  and 
non-ionizing r a d i a t i o n ) .  

requirements  (e.g.,  ventilation,  noise  attenuation, r a d i a t i o n  barr iers ,   e tc . )  
t o  a l l  ow safe  operation and maintenance. When feasible  engineering  designs 
are n o t  a v a i l  ab1 e t o  reduce  hazards t o  acceptable  levels , al ternati  ve 
protective measures must be specified  (e.g.,  protective  clothing,  specific 
operation  or maintenance practices t o  reduce r i sk  t o  an acceptable 1 evel ). 

206.3 Details t o  be Specified by the MA (Reference 1.3.2.1). . 

206.3.1 Details t o  be speci'fied i n  the SOW shall include  the f o l l o w i n g  as 
appl i ca bl  e: 

( R )  a.  Imposition o f  Tasks 100 and 206. 

c .  System, faci l  i t y  and personnel protective equipment design 

-. 
b .  Format y content, and delivery  schedule of  any d a t a  .required.- 
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=. 

SAFETY VERIFICATION 
. .  . - .. 

207.1 Purpose. The purpose  of Task 207 i s  t o  define and perform t e s t s  and 
demonstrations or use other  verification methods on safe ty   c r i t i ca l  hardware, 
software, and procedures  to  verify compliance w i t h  safety  requirements. 

207.2 Task Description. The contractor  shall  define and perform t e s t s ,  
demonstrations, or otherwise  verify  the compliance w i t h  safety requirements on 
s a fe ty   c r i t i  cal  (defined by the MA) hardware, software, and procedures. 
Induced or simulated f a i l  ures  shall be considered t o  demonstrate  the  failure 
mode and acceptabili ty  of  safety  cri t ical  equipment and software. Where 
hazards  are  identi f i  ed d u r i n g  the deve1  opment e f for t  and i t  cannot be 
determined by analysis  or  inspection whether the  action  taken will adequately 
reduce  the r isk,   safety  tes ts   shal l  be conducted to  evaluate  the  effectiveness 
o f  the  actions  taken. SSPPs and t e s t  program plans sha l l  be revised  to 
include  these  tests. Where costs  for  safety  testing Wou1 d be p r o h i b i t i v e ,  . 
safety  character is t ics  or procedures may  be verified by engineering  analyses, 
analogy, 1 aboratory  test,  functional mockups, or subscale/model simulation, 
when approved by the MA. Specific  safety  tests  shall  be integrated  into 
appropriate system t e s t  and demonstration  plans t o  the maximum extent 
possible.  Test  plans,  test  procedures, and resul ts  of all   tests  including . 

design  verification,  operational  evaluation,  technical d a t a  validation and 
ver i f icat ion,  production  acceptance., and shelf- l i fe   val idat ion shall be 
reviewed t o  make sure: 

* 

.rc" 
L 

a .  Safety o f  the  design i s  adequately  demonstrated  (including  operating 
and maintenance  procedures), i nc] ud i  ng ver i f i  ca t ion  of safety devi ces, warning 
devi ces,   etc.   for a l l  CATASTROPHIC hazards n o t  eliminated by design. 

b. Results of  safety  evaluations o f  the system are included i n  the   tes t  
and eval ua t i  on reports. 

207 .3 Details t o  be Specified by the MA (Reference 1.3.2.1). 

207.3.1 Details t o  be specified  in  the SOW shall include  the  following,  as 
a p p l  i cab1 e: 

i 

( R )  a.  Imposition o f  Tasks 100 and 207. 

(R) b .  Definition of safety  cr i t ical   or   ident i f icat ion o f  safety  cyi t ical  
equipment and procedures. 

c .  Deve1  opment of or i n p u t s  t o  t e s t  pl ans,  procedures and reports  to 
verify  safety  requirements. 

~ 

d.  Format, content, and delivery  schedule  of any d a t a  required. 
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c TASK 208 

TRAINING 

208.1 Purpose. The purpose of Task 208 i s   t o  provide training for necessary 
cer t i f ica t ion  of contractor and  Government personnel who will be i n v o l  ved w i t h  
contractor   act ivi t ies  i n  such subjects  as hazard types and their   recognition, 
causes,   effects,  and preventive and control measures;  procedures, check1 i s t s ,  
and human error;  safeguards,  safety  devi  ces,  protecti ve equi ment ; moni tori ng 
and warni ng devi  ces; and conti ngency procedures. 

208.2 Task  Descri p t i  on. 

208.2.1 T r a i n i n g  of  Test,  Operating, and Support  Personnel. The contractor 
shall conduct  a  system safety  training program for cer t i f ica t ion  of t e s t ,  

1 operating and support  personnel. Approved safety procedures  shall be included 
i n  instruction 1 esson pl ans and student exami nation for the  training o f  
engi  neeri ng , techni  ci  an,  operati ng ,  and maintenance  personnel . Contractor 
tes t ,   operat ions,  and f i e l d  suppor t  personnel shall be cer t i f ied  as having 
completed  a training  course i n  safety  principles and methods. Specific 
certification  requirements  shall be established by a program cer t i f ica t ion  
board t h a t  includes  the system safety manager as  a member. 

208.2.2 Training  of  Personnel Invol ved i n  Design, Deve1 opnent , and 
Production. The contractor shall deve1  op safety  training programs us ing  
resu l t s  o f  system and operating hazard analyses, and shall provi de for 
specific  types and 1 eve1 s of  contractor personnel : i .e . , managers,  engi neers, 
and technicians  involved i n  design,  product  assurance, t e s t ,  and production. 

208.2.3 Tra in ing  of Government Personnel. Contractor  safety t r a i n i n g  shall 
al so i ncl ude  Government personnel who will be i n v o l  ved i n  contractor 
ac t iv i t i e s .  

208.3 Details  to be Specified by the MA (Reference 1.3.2.1). 

208.3.1. Details  to be specified i n  the SOW shall  include  the  following, as 
appl i ca bl e: 

( R )  a .  Imposition  of Tasks 100 and  208. 

b. Format, content, and del  i very  schedul  e  of any d a t a  required. 
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TASK 209 

SAFETY ASSESSMENT 

209.1 Purpose. The purpose o f  Task 209 i s  to  perform and  document  a 
comprehensive evaluation  of  the mishap risk being assumed p r io r   t o   t e s t  or 
operation  of a system or  at  contract  completion. 

209.2 Task Description. The contractor  shall perform and document  a safety 
assessment to   ident i fy   a l l   safety  features   of  the hardware, software, and 
system  design and to  identify  procedural  hazards  that may  be present i n  the 
system  being  acquired i ncl ud i  ng spec i f ic  procedural  control S and precautions 
tha t  should  be fol1 owed.  The safety  assessment  shall summarize: 

a. The s a f e t y   c r i   t e r i a  and methodology used t o  cl   assify and rank 
hazards. 

b. The analyses and t e s t s  performed to  identify  hazards  inherent i n  the 
system,  including: 

1. Those hazards  that s t i l l  have  a residual risk, and the  actions 
tha t  have  been taken t o  reduce the associated risk t o  a  1 evei  contractually 
s peci f i  ed as  acceptabl e. 

2. Results of tests conducted t o  val i da t e   s a fe ty   c r i t e r i a  
requirements and analyses. 

c. The results  of  the  safety program efforts.  Include a l i s t  of a l l  
significant  hazards  along w i t h  spec i f ic   sa fe ty  recommendations or precautions 
required  to  ensure  safety o f  personnel and property.  Categorize  the l i s t  of 
hazards  as  to whether or not  they may be expected under normal or abnormal 
operati ng condi t i  ons . 

d. Any hazardous  materi als  generated by o r  used i n  the  system, 
including: 

1. Ident i f icat ion o f  material  type,  quantity, and potential  hazards. 

2. Safety  precautions and procedures  necessary d u r i n g  use,  storage, 
t ransportat ion,  and disposal.  Include  all  explosives  hazard  classification 
data deve1  oped i n  accordance w i t h  Expl osi ves Hazard C l  assi  f i  cation  Procedures. 

3. A copy of the Material  Safety Data Sheet (OSHA Form 20 or  
DD Form 1813). 

e. Conclude w i t h  a signed statement  that  all  identified  hazards have 
been eliminated  or their  associated risks controlled t o  levels  contractually 
specified  as  acceptable, and tha t  the system i s  ready t o  tes t  or operate or 
proceed to  the next acquisit ion phase.  In  addition, the contractor  shall make 
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r.ecommendati  ons appl icabl e t o  hazards at   the  interface  of his system w i t h  the .. .. *- I 

other;  system(s)  as  contractually  required. 

209.3. Details  to be Specified by the MA (Reference  1.3.2.1). 

.. 209.3.1 .Detai ls   to  be specified i n  the SOW shall  include  the  following,  as 
app1.i  ca  bl e: 

(R) '  a.  Imposition of  Tasks 100  and  209. 

b. Format, content, and del ivery  schedule of  any data red. 

, 

I 
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TASK 210 

SAFETY COMPLIANCE ASSESSMENT 

210.1 Purpose. The purpose of Task 210 i s  t o  perform and document a safety 
compliance assessment t o  verify compliance w i t h  mil i t a r y ,  federal , n a t i o n a l  , 
and industry codes imposed contractually or by 1 aw t o  ensure  safe  design o f  a 
system, and t o  comprehensively evaluate  the  safety  risk being assumed prior t o  
t e s t  or operation o f  a system or a t  contract compl e t i  on. 

210.2 Ta.sk Description. The contractor  shall perform and document a safety 
compl i ance assessment t o  identify and  document compl i ance w i t h  a p p r o p r i  a te  
desi gn and operational  safety  requirements. The assessment ident i   f i  es  the 
contractually imposed standards,  specifications, and codes appropriate t o  the 
safety of the system and documents compl iance w i t h  these  requirements. The 
assessment.  incl udes necessary hazard anal ysi S , desi gn drawi ng and procedural 
reviews, and equipment inspections. The assessment shall  incorporate  the 
scope and techniques of PHA, SSHA, SHA, and O&SHA t o  the  extent  necessary t o  
assure  the  safe  design,  operation, maintenance , and support o f  the  system. A 
safety compl iance  assessment shall : 

a .  Identify  contractual mil i tary,  federal , na t iona l  , and industry  safety 
specifications,  standards, and codes applicable t o  the system and document 
compl iance  of  the  design and procedures w i t h  these  requirements. 

b. Identify and evaluate  residual hazards inherent i n  the system or t h a t  
a r i se  from system-unique in te r faces ,   ins ta l la t ion ,   t es t ,   opera t ion ,  maintenance, 
or support. 

c.  Identify  necessary  special  ized  safety  desi gn features , devi  ces , 
procedures , s kil l  s , trai  n i  ng , faci l  i ti  es , support requi rements , and personnel 
protecti ve equipment. 

d.  Identify hazardous materials and the  precautions and procedures 
necessary for safe  storage , hand1 i n g  , transport , use, and disposal of the 
materi al  . 
210.3 Details t o  be Specified by the MA (Reference 1.3.2.1). 

210.3.1 Details  to be specified i n  the SOW shall -include  the f o l l o w i n g ,  as 
appl i ca bl e: 

(R) a.  Imposition  of Tasks 100 and  210. 

b. Format, content , and delivery schedul e of any d a t a  required, 
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TASK 211 

SAFETY REVIEW OF ENGINEERING CHANGE PROPOSALS AND 
REQUESTS FOR DEVIATION/WAIVER 

211.1. Purpose. The purpose o f  Task  211 i s   t o   p e r f o r m  and  document analyses 
o f   e n g i n e e r i n g  change  proposals (ECPs) and  reques ts   fo r   dev ia t ion /wa iver   to  
determine  the  safety   impact   on  the  system. 

211.2 Task  Descr ip t ion.  

211.2.1 ECP Eva lua t ions .  The c o n t r a c t o r   s h a l l   a n a l y z e  each ECP to   de te rm ine  
the   hazards   assoc ia ted   w i th  it, assess   the   assoc ia ted   r i sk ,  and p r e d i c t   t h e  
s a f e t y   i m p a c t   o f   t h e  ECP o n   t h e   e x i s t i n g  system. The b a s i s   f o r   d e t e r m i   n i   n g  
t h a t  no hazards  are  in t roduced  by  the ECP must be expl   a ined and any  necessary 
suppor t ing   ev idence  inc luded i n  the  evaluat ion  documentat ion.  When an ECP i s  
determined  to   decrease  the 1 eve1 o f   s a f e t y   o f   t h e   e x i s t i n g  system, t h e  MA must 
be so n o t i f i e d .  

211.2.2 Requests fo r   Dev ia t i on /Wa ive r .  The contractor   shal l ,   analyze  each 
r e q u e s t   f o r   d e v i a t i o n / w a i v e r   t o   d e t e r m i  ne the  hazards and a s s e s s   t h e   r i s k  o f  
the   p roposed  dev ia t ion   f rom  o r   wa iver   o f  a requ i rement ,   o r  a spec i f i ed   me thod  
o r  process. The change i n  t h e   r i s k   i n v o l  ved i n  accep t i  ng t h e   d e v i   a t i o n   o r  
w a i v e r   s h a l l  be i d e n t i f i e d .  When t h e   l e v e l   o f   s a f e t y   o f   t h e   s y s t e m  will be 
reduced  by   dev ia t ion   f rom or w a i v e r   o f   t h e   r e q u i r e m e n t ,  method, o r  process, 
t h e  MA must  be so n o t i f i e d .  

211.3. D e t a i l s   t o  be   Spec i f i ed   by   t he  MA (Reference 1.3.2.1). 

211.3.1 D e t a i l s   t o  be s p e c i f i e d   i n   t h e  SOW s h a l l   i n c l u d e   t h e   f o l l o w i n g ,  as 
appl  i cab1 e: 

( R )  a. I m p o s i t i o n   o f  Tasks  100  and 211. 

b. Format,   content,   and  del ivery  schedul  e o f  any  data  required. 
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TASK 212 

SOFTWARE HAZARD ANALYSIS 

212.1 Purpose. The purpose of  Task 212 i s  t o  perform and  document a software 
hazard analysis t o  ident i fy  hazardous conditions  incident t o  safety  cr i  t i  cal 
operator information and command  and control  functions  identified by the PHA, 
SSHA, .SHA, or  other  efforts.  

212.2 Task Description, The contractor sha l l  perform and document software 
hazard analysis. on safety  critical  software-control1 ed functions t o  identify 
software  errors/paths which  cou1 d cause unwanted hazardous condi t i  ons. 

i 

. 

212.2.1 Preliminary  Software Hazard Analysis. These e f for t s  shall examine 
software  design t o  identify  unsafe  inadvertent cornmand/fail  Ure-to-command  modes 
for resolution. This effort   shall  be.accomplished by t racing  safety  cr i t ical  
operator information and commands t h r o u g h  flow charts y storage  allocation 
charts , software and hardware specifications , and other appl  icabl e ’ 

documentati on. 

212.2.2 Fol1 ow-on Software Hazard Analysis. These efforts  shall  examine 
software and i t s  system interfaces for events,   faults y and occurrences such as 
t i m i n g  which could-cause or contri  bute t o  undesi red events  affecting  safety. 
This effor t   shal l  be accomplished by tracing  safety  cri  t i  cal operator 
information and  commands through source/object code through  system simulat ion 
and  through other appl i cab1 e documentation. Safety  cri t i  cal programs/modul es 
shall be analyzed for   sensi t ivi ty  t o  software or hardware f a i l  ures ( b i t  
transformatio.n,.register perversion,  interface  failures,  etc.) which could 
cause  the system t o  operate i n  a hazardous manner. 

212.3 Details  to be Specified by the MA (Reference 1.3.2.1). 

212.3.1 Details to be specified i n  the SOW shall  include  the f o l l o w i n g ,  as 
a p p l  icabl e: 

( R )  a .  Imposition o f  Tasks 100 and 212. 

( R )  b. Defi n i  t i o n  of s a fe ty   c r i t i  cal . 
c. Format , content, and delivery schedul e of any d a t a  required. 

d .  Degree of faul  t-to1  erance for Category I and I I  hazards. 
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TASK 213 

GFE/GFP SYSTEM SAFETY ANALYSIS 

213.1 Purpose. The purpose o f  Task 213 i s  t o  make sure system safety 
analyses  for GFE/GFP are consi  dered for  integrati  on into  the system. 

213.2  Task Description. The contractor  shall  identify  the  sa 
performance and design d a t a  needed t o  incorporate  the GFE/GFP 

f 
i 

213.2.1 If  the d a t a  i s  avail  able and i s  t o  be supplied by the 
contractor  shall : 

a.  Identify  the system safety  analyses t h a t  are needed, 
analyses  are needed. 

a 

e ty   cr i  t i  cal 
t ems. 

M A ,  the 

nd when these 

b. Identify t o  the MA any additional system safety  analyses t h a t  are 
needed for  interfaces between t h e  GFE/GFP and the  . res t  o f  the  system. 

c. Perform the  analysis upon receipt of MA approval t o  do so. 

a .  Develop and submit t o  the MA a proposed method for determining needed 
safety-cr i t ical  d a t a  by ana lys i s ,   t es t ,  and/or  inspection. , 

b. Imp1  ement the approved method upon receipt of MA approval t o  do so. 

213.3 Details t o  be Specified by the MA (Reference 1.3.2.1).  

( R )  a .  Imposition of  Tasks 100 and 213. 

( R )  b. Definition of s a fe ty   c r i t i ca l .  

c. Format , content , and del i very  schedule  for any d a t a  required 
i ncl udi ng mi nimum hazard severity and probabil i ty   report i  ng thresholds . 

! 
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GUIDANCE FOR IMPLEMENTATION OF 
SYSTEM SAFETY PROGRAM REQUIREMENTS 

10. GENERAL. System safety is  the  element of  systems engineering invo l  v i  ng 
the  application of scientific  and,engineering  principles for the  timely 
ident i f icat ion of hazards and i n i t i a t i o n  o f  the  actions  necessary t o  
eliminate  hazards or reduce the  associated risk t o  an acceptable  level w i t h i n  
the system. I t  draws upon professional knowledge and specialized  skil ls  i n  
the mathemati cal , physical , and re1 ated sc ien t i f ic   d i sc i  pl i nes,  together 
w i t h  the pri ncipl es and. methods of engi neeri ng design and anal  ysi S t o  
specify,  predict, and evaluate  the  safety o f  the system. The degree o f  
safety achieved in a system i s   d i r ec t ly  dependent upon the emphasis given. 
This emphasis must be applied by the. Government and contractors d u r i n g  a l l  
phases o f  the, 1 i f e  cycl e. Design sa fe ty   i s  a prelude t o  operational  safety 
and the goal i s  t o  produce an inherently  safe product t h a t  will have the 
minimum operational  safety  requirements or res t r ic t ions .  

10.1 Scope. This appendix provides rationale and guidance for the 
selection o f  requirements and tasks t o  f i t  the needs o f  any system safety 
program, and identifies  applicable d a t a  items for documenting the  results of 
required  tasks. 

10.2 Purpose (Reference Paragraph 1.1). Provision for a system safety 
program as  defined by this s tandard should  be included i n  all  applicable 
contracts  negotiated by DoD. These contracts  include  those  negotiated 
within each DoD agency, by one DoD agency for  another, and by DoD for other 
Government agencies. In  a d d i t i o n ,  each DoD in-house program should  conduct 
a system safety program. This  appendix i s  t o  be used t o  t a i l o r  system 
safety requirements i n  the most cost  effective manner t h a t  meets established 
program objectives. However, i t  i s  not  intended t o  be referenced  or imple- 
mented in  contractual documents. 

10.3 User. The user of this appendix may include  the DoD MA, Government 
in-house  activity, prime contractors,  associate  contractors, or subcontrac- 
tors, who wi sh t o  impose system safety  tasks upon t he i r  suppl i e r ( s )  . 
10.4 Contractual Requirements.. This  standard i s  t o  be tailored and incor- 
porated i n  the l i s t  o f  compliance documents. Tailored system safety program 
requirements are  specified. i n  the  contractual  provisions-  including  the SOW, 
bidders'  instructions,  contract d a t a  requirements l i s t ,  general and special 
provision  sections,  annexes, and other  contractual means. An SSPP may  be 
submitted w i t h  the  contractor 's  proposal and be subject  to  contract nego- 
t ia t ion .  Upon approval by the MA, this SSPP should be attached  to  the 
contract,  referenced i n  the SOW, and w i t h  appl i cab1 e portions of this stan- 
dard  become the  basis  for  contractual  requirements. 

10.5 Managing Activity  Responsibilities. The MA will: 

a.  Establish,  plan,  organize, and implement an effective system safety 
program t h a t  i s  integrated i n t o  a l l   l i f e   cyc le  phases. 
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b .  Establ ish  defi  nitive system safety program requirements for  the 
procurement or development of a system. The requirements shall  be se t  forth 
clear ly  i n  the  appropriate system specifications and contractual documents 
and def i ne : 

1. In the  appropriate system specifications,   the system safety 
design  requirements t h a t  are ava i l  able and applicable, and the  specific  r isk 
1 evel s consi dered acceptable for the  system. Acceptabl e r i sk  1 evel s may  be 
defined i n  terms of a hazard severi t y lhaza rd  probabi l  i t y  matrix,  an overall 
system mishap rate ,   or   o ther   sui table   r isk assessment  procedures. 

2. In the SOW, the system safety requirements t h a t .  cannot be 
defined i n  the system specifications.  This would include  general  design 
guidelines i n  paragraph 4.3.  

3. In the SOW and contract d a t a  requirements 1 i s t  as  applicable, 
the  specified  safety d a t a ;  e.g.,  analyses,  tests,  or  progress  reports t h a t  
will be required  during  the  scope  of  the  effort. 

c.  Ensure t h a t  an SSPP i s  prepared t h a t  ref lects  i n  detail  how the 
total  program i s  t o  be conducted. 

d .  Review and approve for impl ementation  the SSPPs prepared by the 
contractor. 

e .  Supply historical   safety d a t a  as available. 

f .  Monitor contractors'  system safe ty   ac t iv i t ies  and  review and 
approve del iverable d a t a ,  i f  applicable, t o  ensure  adequate performance and 
compliance w i t h  system safety  requirements. 

g .  Ensure t h a t  the  appropriate system specifications  are updated to  
ref1  ect  results of analyses ,   tes ts ,  and evaluations. 

h .  Eva1 uate new desi gn c r i   t e r i  a for i ncl usi on into mil i tary  speci  f i  ca- 
tions and standards and submit recommendations t o  the  respective  responsible 
o rgan iza t ion .  

i .  Establish system safety groups as  appropriate t o  assist   the program 
manager i n  developing and impl ementing a system safety program. 

j .  Establish work breakdown structure elements a t  appropriate  levels 
for system safety program mandgement and engineering. 

20. R E F E R E N C E D  DOCUMENTS. Referenced documents are not  included  herein. 
Referenced documents required t o  suppl ernent t h i s  mil i t a ry  s tandard  are  
specified i n  the system specifications and other  contractual documents. 

30. SYSTEM SAFETY REQUIREMENTS. Section 4,  System Safety Requirements, pro- 
vides  basic system safety requirements most DoD systems and faci l  i t i e s  
acquisition programs should  meet. Task 100, which implements Section 4,  
must be imposed as a s i  ngl e general  task t o  instruct  the  contractor t o  con- 
duct a system safety program. I t  can be ta i lored  to  f i t  the different  types 
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and sizes of programs.. Additional  tasks i n  section 100 and  200 or  other 
specific  tasks n o t  i n  this  standard, must also be detailed i n  the SOW t o  
f u l f i l l  specific needs of i n d i v i d u a l  programs. 

30.1 System Safety Program Objectives and Design Requirements (Reference 
paragraphs 4.2 and 4.3). These are  very  basic program objectives and 
desi gn requirements needed t o  meet the  objectives, and are appl icabl e t o  
most DoD systems and fac i l i t i es   acquis i t ion  programs. 

30.2 System Safety Precedence (Reference paragraph 4 .4 ) .  

30.2.1 The overall goal of  a system safety program i s  t o  design  systems t h a t  
do not  contain hazards. However, the  nature of most  complex systems makes i t  
impossible or impractical t o  design them completely  hazard-free. As hazard 
analyses  are performed,  hazards will be identified t h a t  will require  resol u- 
t i o n .  System safety precedence defi nes the  order t o  be fo l1  owed for 
sati sfyi ng  system safety requi rements and reducing ri s ks . The al  ternat i  ves 
for eliminating  the  specific hazard or controll ing  i ts   associated  r isk will 
have t o  be eval  uated so that  an acceptabl e method for risk  reduction can be 
agreed t o .  

30.2.2 Hazard identification,  categorization, and corrective  actions 
will need t o  proceed t h r o u g h  design,  developnent, and tes t ing o f  a l l  
development phases. Assessment of r i sk  will be necessary i n  determi ni ng 
what corrective  actions should be taken. Whatever level of hazard r isk 
reduction if taken must be thoroughly ju s t i f i ed  i n  a l l  cases. 

30.3 Risk Assessment (Reference paragraph 4.5). 

30.3.1 To determine what actions t o  take t o  correct  identified  hazards, a 
system of determining  the 1 evel of  r i sk  involved must be  deve1 oped. A good 
risk assessment model will  enable  decision makers t o  properly  understand  the 
amount of  risk involved re1 a t ive   to  wha t  i t  will cost i n  schedule and 
dol 1 ars   to  reduce that  risk t o  an acceptabl e 1 evel . 
30.3.2 To eliminate  as many hazards  as  ppssible,  prioritize hazards for 
corrective  action. A categorization of hazards may be conducted according t o  
risk 1 evel c r i   t e r i  a.  Categorization may be based on severity  since n o t  a l l  
hazards  are o f  equal  magnitude. or  cri  t i  cal i t y  t o  personnel safety and mission 
success. In some cases,  the  anticipated consequences of  hazardous  events may 
be minimal,  while i n  others,  catastrophic. Hazard categorizati-on may also 
involve  the  determination of the 1 i kel i hood of the hazardous event actually 
occurring. This may  be reported i n  non-numeric (qualitative)  terms, such as 
frequent,  occasional , or impossi bl e; or i n  numeric ( q u a n t i  t a t i  ve)  terms such 
as once i n  ten thousand f l  i g h t s ,  or 1 X 10'4/fl i g h t .  Priori t i  z a t i o n  may be 
accomplished either  subjectively by qualitative  analyses  resulting i n  a com- 
parative hazard risk assessment or through quantification o f  the  probability 
o f  occurrence  resul t i  ng i n  a numeric pr ior i ty   factor   for  t h a t  hazardous con- 
d i t i o n .  Figures 1 and 2 show two sample matrices for hazard r i sk  assessment 
which  can be appl ied t o  provide qual i t a t i  ve pr ior i ty  factors for assigning 
corrective  action. In the f i rs t  matr ix  an identified hazard assigned a hazard 
risk index  of l A ,  l B ,  l C ,  ?A, 2B, or 34 m i g h t  require immediate corrective 
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FIGURE 1. FIRST EXAMPLE HAZARD RISK ASSESSMENT MATRIX 

HAZARD CATEGORIES 
I I I   I I  I IV 

FREQUENCY OF OCCURRENCE CATASTROPHIC CRITICAL MARGINAL NEGLIGIBLE 

( A )  FREQUENT 1 A  2A 3A 4A 

( B )  PROBABLE 1 B  28 3R 4B 

( C )  OCCASIONAL . 1c 2c 3c 4c 

( D )  REMOTE 1 D  2D 3D 4D 

( E )  IMPROBABLE I 1 E  2E 3E 4E I 
Hazard Risk Index  Suggested Cr i te r ia  

l A ,  l B ,  l C ,  2A, 2B, 3A Unacceptabl e 
l D ,  2C, 2D, 38, 3C Undesi rabl e (MA decision  required) 
lE, 2E, 3D,  3E, 4A, 4B Acceptable w i t h  review by MA 
4C, 4D, 4E Acceptabl e without  review 

FIGURE 2. SECOND EXAMPLE HAZARD RISK ASSESSMENT MATRIX 

HAZARD CATEGORIES 
I I I   I I I  IV 

FREQUENCY OF OCCURRENCE CATASTROPHIC CRITICAL MARGINAL NEGLIGIBLE. 

( A )  FREQUENT 1 3 7 13 

( B )  PROBABLE 2 5 9 16 

( C )  OCCAS IONAL 4 6 11 18 

( D )  REMOTE 8 10 14 19 

, ( E )  IMPROBABLE 12  15  17  20 

Hazard Risk Index 
1 - 5  
6 - 9  
10 - 17 
18 - 20 

Suggested Cri t e r i a  
Unacceptable 
Undesi rabl e (MA deci si on requi  red) 
Acceptable w i t h  review by MA 
Acceptabl e without  review 

-____ 
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c . adti on. A hazard risk index of  l D ,  2C, 2D, 3B, or 3C  Wou1 d be tracked for 
possible  corrective  action. A hazard risk index o f  lE, 2 E ,  30, o r  3E m i g h t  
have a 1 ower priority  for  corrective  action and may n o t  warrant any tracking 
actions. In  the second matr ix ,  risk indices of 1 t h r o u g h  20 (1 being highest 
risk)  are  assigned somewhat a rb i t ra r i ly .  This matrix design  assigns a d i f -  
ferent index t o  each frequency-category p a i r  thus a v o i d i n g  the  si tuation 
caused by creating  indices  as  products of numbers assigned t o  frequency and 
category which causes common resul ts  such as 2 X 6 = 3 X 4 = 4 X 3. This 
s i tuat ion hides  information  pertinent  to p r i o r i t i z a t i o n .  These are only 
exampl es  of a r i sk  assessment methods and do not  f i t  a l l  programs. 

30.4 .Act ion  on Identif4ed Hazards (Reference pa rag raph  4.6). The contrac- 
tor i s   r ewi red  t o  fo l1  ow the svstem safety precedence t o  resol ve 
CATASTROPHIC and CRITICAL hazards, and g u a r d '  against MARGINAL hazards. 

c 

40. TASK SELECTION 

40.1 Selection  Criteria 

40.1.1 A major challenge which confronts  all Government and industry 
organizations  responsible for a system safety program i s  the  selection  of 
tasks which  can materially a i d  i n  at taining program safety  requirements. 
Schedule and f u n d i n g  constraints mandate a cost-effective  selection, one 
t h a t  i s  based on identified program needs. The considerations  presented 
herein  are  intended  to provide  guidance and rationale for this   select ion.  
They are a l s o  intended to  jog  the memory for lessons  learned t o  provoke 
questions which  must  be answered and t o  encourage  dialogue w i t h  other 
engineers, and operations and support  personnel so t h a t  answers t o  questions 
and solutions t o  prob1 ems can  be found. 

40.1.2 Once appropriate  tasks have  been selected,  the  tasks themselves must 
be tailored and specified  as  outlined i n  the  "Details To  Be Specified By the 
MA." I t   i s   a l s o  important t o  coordinate  task  requirements w i t h  other  engi- 
neering  support  groups, such as log is t ics   suppor t ,   re l iab i l i ty ,   e tc . ,   to  
eliminate dupl  i cation of tasks and t o  be aware o f  any a d d i t i o n a l  information 
o f  value t o  system safety which these  other groups can provide.  Finally, 
the t i m i n g  and depth  required  for each task,  as well as action  to be taken 
based on t a s k  outcome, are 1 argely dependent on individual  experience and 
program requirements. For these  reasons, hard and fas t   rules   are  not  
s ta ted.  

40.2 Application Matri x for Program Phases. Tab1 es I and I I  herein  provide 
qeneral  quidance on task  selection t o  establish an acceptable and cost  effec- 
i ive  system safety program. These tables can be used to in i t i a l ly   i den t i fy  
those  tasks which typically  are included i n  an effective system safety program 
for  the pa r t i  cul ar acquisition phase i n v o l  ved. The user of  the document  can 
then refer t o  the  particular t a sk  referenced by the  matrix and determine from 
the  detail ed purpose at   the beginning o f  the t a sk  i f  i t  i s  appropriate t o  
identify as a .  program task. The use of this matri x for devel opi ng a system 
safety program i s  t o  be consi  dered as o p t i o n a l  guidance only and i s  not  t o  be 
construed  as  covering a l l  procurement si tuations.  The provisions of a p p l i -  
cab1 e regulations must al so be f o l  1 owed. 
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TABLE 1. APPLICATION  MATRIX FOR SYSTEM PROGRAM DEVELOPMENT 

TASK 
100 
101 
1 o2 

103 
104 
105 
106 
107 
108 

201 
202 
203 
204 
205 

206 

207 
2 08 
209 
21 o 
21 1 
21 2 
21 3 

TITLE 
System Safe ty  Program 
System Safe ty  Program Plan 
Integration/Management  of  Associate 

contractors ,   Subcontractors ,  and 
AE Firms 

System Safe ty  Program  Reviews 
SSG/SSWG Support 
Hazard Tracking and Risk Resol ut ion 
Test  and Evaluation  Safety 
System Safety  Progress Summary 
Qual i f icat ions  of  Key System Safe ty  

Prel imi nary Hazard List 
Prel imi nary Hazard  Analysi S 
Subsystem  Hazard  Analysis 
System  Hazard Analysis 
Operating and Support Hazard 

Occupational Heal t h  Hazard 

Safe ty   Ver i f ica t ion  
Trai n i  ng 
Safe ty  Assessment 
Safe ty  Compl iance Assessment 
Safe ty  Review of ECPs and Waivers 
Software Hazard Analysis 
GFE/GFP System Safety  Analysi S 

Personnel 

Analysis 

Assessment 

Notes: TASK TYPE 

E N G  - System Safety  Engineering 
MGT - Management 

PROGRAM PHASE 

CONCEPT - Conceptual 

VALID - Val ida t ion  

FSED - Fu1 1 -Scal  e Engi  neeri ng Deve1  opment 

PROD - Production 

A-6 
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TASK 
TYPE 
MGT 
MGT 
MGT 

M GT 
MGT 
M GT 
MGT 
MGT 
MGT 

EN G 
E N G  
ENG 
EN G 
E N G  

Z N G  

EN G 
MGT 
MGT 
MGT 
MGT 
E N G  
E N G  

" PROGRAM PHASE 
CONCEPT VALID FSED PROD 

G G G G 
G G G G 
S S S S 

S S S S 
G G G G 
S G G  G 
G  G G  G 
G G G  G 
S S S S 

G S S N /  A 
G G G GC 
N / A  G G GC 
N/ A G  G GC 
S G G GC 

G  G  G GC 

S G  G S 
N / A  S S S 
S S S S 
S S S S 
N / A  G  G G 
S G G GC 
S G G  G 

APPLICABILITY  CODES 

S - Sel e c t i  vel y Appl i cabl  e 

G - General  1  y Appl icabl e 

GC - General  1  y Appl i cabl e To Desi gn 
Changes Only 

N / A  - Not  Appl icabl e 
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21 1 
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TABLE 2. APPLICATION  MATRIX FOR FACILITIES  ACQUISITION 

TITLE 
System Safety Program 
System Safety Program Plan 
IntegrationIManagement  of  Associate 

Contractors,   Subcontractors,  and 
AE Firms 

System Safety Program Reviews 
SSGISSWG Support 
Hazard Tracking and Risk Resol u t i o n  
Test  and Evaluation  Safety 
System Safety  Progress Summary 
Qual i f icat ions of Key System Safety 

Prel  iminary Hazard List 
Prel imi nary Hazard  Analysi S 
Subsystem Hazard Analysis 
System  Hazard Analysis 
Operating and Support Hazard 

Occupational Heal t h  Hazard 

Safe ty   Ver i f ica t ion  
Trai n i  ng 
Safety Assessment 
Safety Compl i ance Assessment 
Safety Review of ECPs and Waivers 
Software Hazard Analysi S 
GFE/GFP System Safety  Analysis 

Personnel 

Anal ysi S 

Assessment 

Notes: TASK TYPE 

E N G  - System Safety  Engineering 
MGT - Management 

PROGRAM PHASE 

P&R DEV - Programming and Requirements 
Deve1 opnent 

CON DES - Concept  Design 

FIN DES - Final Design 

CON - Construction 

A-7 

""% 
2539 

- 
F-5 

TASK 
TYPE 
MGT 
MGT 
MGT 

" 

MGT 
MGT 
MGT 
MGT 
MGT 
MGT 

E N G  
EN G 
E N G  
E N G  
EN G 

ENG 

E N G  
MGT 
MGT 
MGT 
M GT 
EN G 
E N G  

PROGRAM PHASE 

G G G G 
P&R DEV CON DES FIN DES CON 

S 
S 

G 
G 
G 
G 
S 
S 

G 
G 

NIA 
NIA 
S 

G 

NIA 
S 

NIA 
NIA 
S 
S 

G 
S 

G 
G 
G 
G 
S 
S 

NIA 
S 
S 
6 %  
G 

S 

S 
S 
S 
S 
S 
S 

G 
S 

G 
G 
G 
G 
S 
S 

NIA 
NIA 

G 
G 
G 

NIA 
S 
S 
G 
S 
S 
S 

S 
S 

G 
G 
G 
G 
S 
S 

N / A  
NIA 

GC 
GC 
GC 

NIA 
S 
S 
S 
S 
S 
GC 

S S S S 

APPLICABILITY CODES 

S - Selec t ive ly  Appl icabl e 

G - Generally Appl i cabl e 

GC - Generally  Applicable To Design/ 
Construction Changes  Only 

N / A  - Not Appl i cabl e 
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40.3 Task Prior i t izat ion.  The problem of pr ior i t iz ing or establishing a 
baseline group from a l l  the  tasks  in  this document cannot be solved un1 ess 
vari ab1 es 1 i ke system complexity, program phase, a v a i l  a b i l  i t y  o f  funds, 
schedule,  etc.,   are known. Task 100, System Safety Program, i s  required, 
and t a i lo r ing  should be based on t o t a l  program cost and complexity. All 
other  tasks  require Task 100 as a prerequisite. 

40.3.1 Identifying a n d  Quantifying System Safety Needs. The elements o f  a 
system safety program must be selected t o  meet the  safety needs. These 
needs are  identi fed by higher  authority t h r o u g h  directives and other docu- 
ments. Identifying and quantifying  these needs must be accomplished prior 
t o  the  appropriate  acquisition phase so t h a t  tasks and requirements commen- 
surate w i t h  the needs may be included. The tasks and requirements which are 
included establish  the framework for the  continuing system safety  dialogue 
between the MA and  the proposing contractors, one or more of whom will u1 t i -  
mately be selected t o  develop the system. 

40.3.2 Selecting Tasks t o  F i t  the Needs. In most cases,  the need for  the 
tasks  is  sel  f-evident . Whil e experience pl ays a key rol e i n  task  selection, 
i t  shoul d be suppl emented by analysis and investi g a t i o n .  Once  recommen- 
dations  for  task  applications have  been determined and more detailed  equip- 
ment requirements identified , tasks and requirements can be priori t i  zed and 
a "rough order of magnitude" estimate  should be  made o f  the  time and e f for t  
required t o  complete each t a sk .  This  information will be of  consi  derabl e 
value  in  selecting  the  tasks which  can be accomplished w i t h i n  schedule and 
f u n d i n g  constraints.  

50. RATIONALE AND GUIDANCE FOR TASK SELECTIONS. 

50.1 Task Section 100 - Program Management and Control. 

50.1.1 System Safety Program (Task 100). This  task i s  required i f  
MIL-STD-882B i s  t o  be imposed. Task 100 requires  the  contractor t o  se t  u p  
a n d  conduct a system safety program t o  meet the  requirements o f  Section 4.  
Because of the  general  nature o f  Section 4, careful  tai loring o f  the 
requirements  contained  therein i s  necessary for each program, par t icular ly  
for re1 a t i  vely smal 1 e f for t s .  

50.1.2 System Safety Program Plan (Task 101). 

50.1.2.1 The system safety program plan i s  a basic  tool used by the MA t o  
a s s i s t  i n  managing  an effective system safety program. I t  can  be  used t o  
evaluate  the  various  contractors' approaches t o ,  understanding o f ,  and  exe- 
cution o f  the i r  system safe ty   t asks ,   the i r  depth o f  p l a n n i n g  t o  make sure 
the i r  procedures for imp1 ementi ng and control 1 i ng system safety  tasks  are 
adequate, and their  organizational  structure t o  make sure  appropriate  atten- 
tion  will be focused on system safe ty   ac t iv i t ies .  

50.1.2.2 An SSPP i s  normally prepared by the  contractor and  when approved 
by the MA, becomes the  basis of  understanding between the  contractor and the 
MA as t o  how the system safety program i s  t o  be conducted. The SSPP 
ident i f ies   a l l   safety program activit i-es  specified by the MA and  shows how 
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tors, and AE firms under contract. An integrating  contractor- or a faci l  i ti  es 
acquisition  contractor will often have the  responsi b i l  i t y  t o  oversee system 
safe ty   e f for t s  of  associate  contractors  or AE firms. Task 102 provides  the 
authority  for management surveil 1 ance needed by the  integrating or faci l  i t i  es 
acquisition  contractor by assigning  the various system safety  roles o f  asso- 
ciate  contractors,  subcontractors,  integrators , and construction  firms. The 
integrator should be tasked t o  write an ISSPP according t o  the  requirements 
outlined i n  Task 101. The integrator and construction  contractor  should be 
tasked to  perform system hazard  analyses and assessments t o  cover the  inter-  
faces between the  various'  contractors'  portions of the system or construction 
e f fo r t .  All contractors and AE firms  should be  made aware of the  integrator 's  
or  facil  i t i  es acquisition  contractor'  S rol e of overall system safety manage- 
ment. The integrator needs t o  resolve  differences between associates i n  
safety-related  areas. The MA will aid  the  integrator i n  these  efforts  to make 
sure a l l  contractors and firms  mutually  understand  the system safety  require- 
ments, and their   respective  responsibil i t ies  to comply w i t h  them. 

50.1.4 System Safety Program Reviews (Task 103). 

the  safety program will provide i n p u t  or  preclude  duplication of  e f for t .  
The pl an provides  specific  information t o  show how the  contractor will meet 
quantitative and/or. qual i t a t i  ve safety requirements d u r i n g  deve1 opment, pro- 
duction, and construction phases. When prepared i n  response t o  a request 
for proposal,  the SSPP serves  as a tho rough  cross-index  to  the  safety mana- 
gement  and engineering  proposals  contained i n  the contractor 's  response. 
This p lan  must cl early  ref1  ect  the  safety  features of the  response. On 
small programs, or  large programs w i t h  several  associate  contractors where 
the MA i s  the  integrator,   or where the MA has a firm idea o f  the  type and 
magnitude of  the system safety  effort  required , the MA may prepare  the SSPP 
and attach i t  to  the SOW. This often will save  funds since  the MA Wou1 d not 
need t o  buy the pl an from the  contractor, and a l  so informs the  contractor 
just what i s  expected. Not only does th i s  al low contractors  to  price  the . 
e f fo r t  i n  their   b ids ,  i t  eliminates  the  possibility of entering i n t o  rounds 
o f  submittal  /disapproval /resubmi t t a l  by contractors  inexperi enced i n  system 
safety.  However, i f  the  contractor does not  prepare an SSPP, other t h a n  i n  
the proposal i t s e l f ,   t he  MA obtains no immediate information  as  to whether 
the  contractor  understands  the system safety  requirements. 

50.1.2.3 The format and instructions for preparing an SSPP are  specified i n  
Task 101 and DoD Authorized Data Item DI-H-7047A, System Safety Program Plan. 
This d a t a  item must be tai'l ored for each program by requiring  certain 
paragraphs to  be l i s t e d  on the  contract d a t a  requirements 1 i s t ,  DD Form 1423. 
Preliminary SSPPs are  often  required t o  be submitted w i t h  . the  contractor's 
proposal. T h i s  allows for the proposed system safety  effor t  t o  be considered 
d u r i n g  source  selection.  Additionally, i f  the  scope of the   e f for t   i s  t o o  
large or small,  or  misdirected, i t  provides  time t o  get  the  contractor t o  
correct   the   error   pr ior   to   contract   in i t ia t ion.  

50.1.3 Integration/Management of Associate  Cont-ractors,  Subcontractors and 
Architect and Engineering Firms (Task 102).  Major  programs or construction 
projects will often have mu1 t i  pl e associate  contractors,  integrating  contrac- 
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50.1.4.1 In  addition  to  the system safety reviews required by other DoD o r  
service  regulations and MIL-STDs ( a t  milestone  design  reviews and audi ts) ,   the  
MA may require  special  safety  reviews.  Early i n  a major program, system 
safety reviews  should be held at   least   quar ter ly  and as  the program 
progresses,  time between reviews can be extended. I n  a d d i t i o n  t o  more 
detail  ed coverage o f  those  items  discussed a t  mil estone  design  reviews , the 
reviews  should  address  progress on a l l  system safety  tasks  specified i n  the 
sow. 
50.1.4.2 Special system safety reviews may be needed t o  f u l f i l l  requirements 
of  munitions safety  boards, f i r s t  f l i g h t  readiness reviews , a n d  other  safety 
cer t i f ica t ion   au thor i t ies .  These reviews  should be specified i n  the SOW as 
p a r t  o f  Task 103. 

50.1.4.3 All program reviews provide an opportunity t o  review and assign 
action items and t o  explore  other  areas of concern. A mutually  acceptable 
agenda should be written t o  make sure  all  system safety open items are 
covered and t h a t  a l l  participants  are prepared for meaningful discussions. 

50.1.5 System Safety Group/System Safety Working Group Suppor t  (Task 104).  
Individual  service  regulations  require formation o f  SSG/SSWGs for acquisi- 
t i o n  of expensive, complex or c r i t i ca l  systems, equipment or major f a c i l  i -  
ties.  Contractor  support of an SSG/SSWG i s  very  useful and may  be necessary 
t o  make sure procured hardware or software i s  acceptably  free from hazards 
t h a t  cou1 d injure personnel  or  cause  unnecessary damage or loss .  The 1 eve1 
o f  support  desi red from the  contractor must be detailed i n  the  contract 
th rough  imposition o f  Task 104. 

50.1.6 Hazard Tracking and Risk Resolution (Task 105).  A method or proce- 
dure must  be developed t o  document and track  hazards and progress made 
toward resolution o f  the  associated  risk. Each prime or associate  contrac- 
tor may m a i n t a i n  t he i r  own hazard log or assessment report , or the  integra- 
tor or MA will main ta in  the document. I f  the  contractor i s  t o  m a i n t a i n  the 
1 og ,  Task 105 must be imposed. Each hazard t h a t  meets or exceeds  the 
threshold  specified by the MA s h o u l d  be entered on the  log when f i r s t  iden- 
t i f i e d ,  and each action  taken t o  eliminate  the hazard or reduce  the  asso- 
ciated risk thoroughly documented. The MA will  detail  the procedure for 
closi ng-out the hazard ,  or acceptance of any resi dual r isk.  The hazard 1 og 
may  be documented and delivered  as pa r t  of  the system safety  progress sum- 
mary using DI-H-7050A,  System Safety  Engineering  Report, or i t  can be 
i ncl uded as p a r t  o f  an overall program engi neeri ng/management report. 

50.1.7 Test and E v a l u a t i o n  Safety (Task 106). This task  provides needed 
contractor management ac t iv i t i e s  t o  make sure   a l l   t es t   sa fe ty  requirements 
are  met prior  to and d u r i n g  testing.  Early p l a n n i n g  for t e s t  and evaluation 
must be done t o  consider  testing  milestones t h a t  will  require  certain hazard 
analyses,  range or laboratory  requirements t h a t  may require  specially 
formatted  assessments, review  of t e s t  documents, e tc .  

50.1.8 System Safety  Progress Summary (Task 107). The system safety 
progress summary provides a periodic  written  report o f  the  status of system 
safety  engineering and management ac t iv i t i e s .  This status  report may be 
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submitted monthly or  quarterly. I t  can be formatted and delivered  according 
t o  DI-H-7050A,  System Safety  Engineering  Report,  or i t  can be included  as 
pa r t  of  an overall program engineering/management report. 

50.1.9 Qualifications of Key Contractor System Safety Engineers/Managers 
(Task 108). Some programs will  require t h a t  the key system safety  engineers 
and managers possess  special  qualifications. Some or   a l l   qual i f icat ions 
l i s t ed   i n  Task 108 may  be required, or the MA may specify  other m i n i m u m  
qual i f i   cat ions.  Care must be exercised i n  applying Task 108 to   assure  some 
opportunity  for growth and qualification o f  neophyte  system safety personnel 
who possess 1 i t t l  e experience. 

50.2  Task Section 200 - Design and Eva1 u a t i  on. 

50.2.1 Preliminary Hazard Lis t  (Task 201). The PHL provides t o  the MA a 1 i s t  
of  hazards t h a t  may require  special  safety  desi gn emphasis or hazardous areas 
where in-depth  analyses need t o  be done. The MÄ may use the  results o f  the 
PHL to  determine  the scope o f  follow-on hazard analyses (PHA, SSHA, e tc . ) .  
The PHL may  be documented u s i n g  DI-H-7048A, System Safety Hazard Analysis 
Report. 

50.2.2 Prel imi nary Hazard Analysis (Task 202). 

50.2.2.1 PHA i s ,   a s  implied by the t i t l e ,   t h e   i n i t i a l   e f f o r t  i n  hazard 
analysis d u r i n g  the system design phase o r  the programming  and requirements 
devel opment phase for faci l i t ies   acquis i t ion.  I t  may a l  so be used on an 
operational system for  the  init ial  examination o f  the  s ta te  of  safety,  The 
purpose o f  the PHA i s  not  t o  affect  control of a l l  r isks b u t  t o  fu l ly  
recognize  the hazardous s ta tes  w i t h  a l l  of  the accompanying system 
imp1 ications.  

50.2.2.2 The PHA e f for t  should be  commenced during  the i n i t i a l  phases  of 
system concept, or i n  the  case of a fully  operational system, a t  the i n i -  
t i  a t i o n  o f  a safety  evaluation.  This will he1 p i n  the use of PHA resul t s  i n  
tradeoff  studies which are so important i n  the early phases o f  system . 

devel opment or, i n  the  case of an operational system, aid i n  an early 
determination of the  state o f  safety. The o u t p u t  of the PHA may  be used i n  
developing system safety requirements and i n  preparing performance and 
design  specifications. In addition,  the PHA is  the  basic hazard analysis 
which establishes the framework for  other hazard analyses which may  be per- 
formed. 

50.2.2.3 The PHA should include, b u t  n o t  be limited t o ,  the f o l l o w i n g  
act i  vi t i  es: 

(a )  A review of perti nent historical  safety  experience. 

(6) A categorized 1 i s t i  ng of  basic  energy  sources. 

( c )  An investi g a t i o n  o f  the  various  energy  sources  to  determi ne the 
provisions which  have  been devel oped for  their  control . 
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( d )  Identification of the  safety  requirements and other  regulations 
pertaining t o  personnel safety,  environmental hazards , and d$xi,c: substances 
with which the system will have t o  comply. . .  

- I ?  ' .  
,. 

( e )  Recommend corrective  actions. 

50.2.2.4 Since  the PHA should be in i t ia ted  very early i n  the  planning-, 
phase,  the d a t a  available t o  the  analyst may  be incomplete an&",qformal., 
Therefore , structure  the  analysis t o  permit  conti nua1 revision'%nd u p d a t i n g  
as  the conceptual  approach i s  modified and refined. As soon as  the 
subsystem design  detail S are complete enough t o  allow the  analyst  to-.begin 
the subsystem hazard analysis i n  detail , terminate  the PHA.' Provide  .the C 

analyst performing the PHA w i t h  the  following  reference  input  information: 

( a )  Desi gn sketches , drawings , and d a t a  describing  the system a'nd 

; L' 

subsystem  elements for  the  various  conceptual  approaches under . 

consideration. .=, 

( b )  Functional flow diagrams and re1  ated d a t a  describing  the proposed 
sequence of ac t iv i t i e s  , functions , and operations , involving  the system 
elements  during  the  contemplated l i f e  span. 

7 ( c )  Background informat ion  re1 ated t o  safety requirements  associated 
w i t h  the  contemplated testing,  manufacturing,  storage,  repair, and  use 
locations and safety  related  experiences o f  similar  previous programs or 
act i  vi t i  es. 

50.2.2.5 The techniques used t o  perform this  analysis must be carefully 
selected t o  m i  nimi  ze  prob1  ems' in performing  follow-on analyses. The PHA may 
be documented as outlined i n  DI-H-7048A3  System Safety Hazard Analysis  Report. 
There are  several formats t h a t  can be used. Some of these  are: 

50.2.2.5.1 Narrative format.  The narrative format i s   r e l a t ive ly  
unstructured and as a result   there  are many different  formats  available. 
The format primarily depends on the  analyst and the  type of  information 
required from the  analysis. 

50.2.2.5.2 Matr ix  format .  The matrix format i s  the most  commonly used 
approach for performing and documenting a PHA. There are numerous var ie t ies  
o f  PHA matrix formats. i n  use, most of which are   fa i r ly   s imilar .  

50.2.2.5.3 Other formats. The format used should be tailored t o  reflect   the 
nature o f  the system t o  be analyzed,  the  extent o f  information  about  the 

I system, and the planned use of the  analysis o u t p u t  d a t a .  Either format i s  
ri acceptable and the  analyst must determine which  can do the j o b  most effec- 

? 

t ive ly .  The use of system safety design checklists,  such as Air Force Systems 
Command Design Handbook 1 - X ,  i n  the performance of a PHA can be a very  effec- 
t i  ve method. 

50.2.3 Subsystem Hazard Analysis (Task 203). 

50.2.3.1  This task would be performed i f  a system under development 
contained subsystems or components t h a t  when integrated  functioned  together 

. 
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as a system. This analysis  looks a t  each 'subsystem ,or component  and 
ident i   f ies  hazards associated w i t h  operati ng or  fail  ure modes and i s  
especially intended t o  determi ne how operation  or f a i l  Ure of components 
affects  the  overall  safety of the  system.  This  analysis  should  identify 
necessary  actions, using the system safety precedence t o  determi ne how t o  
eliminate or reduce the risk of  identified  hazards. 

50.2.3.2 As soon as  subsystems are designed i n  suf f ic ien t   de ta i l ,  or well 
into concept  design for faci l i t ies   acquis i t ion,   the  SSHA can begin. I t  should 
be updated as  the  design  matures. Desí gn changes t o  components will  al so 
need t o  be evaluated to ,  determine whether the  safety of  the system i s  
affected. The techniques used for this  analysis must be carefully  selected  to 
mi n imi  ze probl ems i n  integrating subsystem hazard analyses  into  the system 
hazard analysis . The SSHA may  be documented as out1 ined i n  DI-H-7048A, System 
Safety Hazard Analysi s Report. 

50.2.4 System Hazard Analysis (Task 204).  

50.2.4.1 An SHA is  accomplished i n  much the same  way as  the subsystem hazard 
analysis. However, as the SSHA examines how component operation or f a i l  ure 
affects  the  system,  the SHA determines how system operation and fa i lure  modes 
can affect   the  safety o f  the system and i t s  subsystems. The SHA should  begin 
as the system design  matures, around the  preliminary  design review or the 
faci l  i t i e s  concept  design review milestone, and should be updated u n t i l  the 
design i s  complete. Design changes will need to  be evaluated t o  determine 
the i r   e f fec ts  on the  safety of the system and i t s  subsystems. This analysis 
should  contain recommended actions,  applying  the system safety precedence, t o  
eliminate or reduce  the risk of  identified hazards.  

50.2.4.2 Specifically,   the SHA examines a l l  subsystem interfaces  for: 

( a )  Compliance w i t h  sa fe ty   c r i te r ia   ca l led  o u t  i n  the  applicable 
system/subsystem  requirements documents. 

( b )  Possible combinations of  independent or dependent fa i l  ures t h a t  can 
cause  hazards to  the system or personnel. Fai.1 ures of controls and safety 
devi  ces shoul  d be consi  dered. 

( c )  How normal operations o f  systems and subsystems can degrade the 
safety  of  the system. 

( d )  Design changes to  system,  subsystems, or   interfaces ,  1 ogic, and 
software  that can create new hazards to equipment and personnel . 
The techniques used to  perform this analysis must be carefully  selected t o  
minimize probl ems i n  integrating  the SHA w i t h  other hazard analyses. The SHA 
may  be documented as  outlined i n  DI-H-7048A, System Safety Hazard Analysis 
Report 
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50.2.5 Operating and Suppor t  Hazard Analysis (O&SHA) (Task 205). 

50.2.5.1 The O&SHA i s  performed primarily  to  identify and evaluate  the 
hazards associated  with  the environment , personnel , procedures, and 
equipment invo l  ved th roughou t  the  operation o f  a system/el ement. The O&SHA 
may  be performed on such activit ies  as  testing,  installation,  modification, 
maintenance,  support,  transportation, ground servicing,  storage,  operations, 
emergency escape,  egress,  rescue,  post-accident  responses, a n d  training. 
The O&SHA may al so be select ively appl ied t o  facil  i t i  es  acquisition  projects 
t o  make sure  operation and maintenance manuals properly  address  safety and 
heal t h  requirements . 
50.2.5.2 The O&SHA ef for t  should s t a r t   e a r ly  enough to  provide inputs  to 
the  design and prior t o  system t e s t  and operation. The O&SHA i s  most 
effective as a continuing  closed-loop i terative  process,  whereby proposed 
changes , additions , and formul a t i o n  of  functional  activit ies  are eval uated 
for safety  considerations , prior t o  formal acceptance. The analyst 
performing the O&SHA should have available: 

( a )  Engineering  descriptions o f  the proposed system,  support equipment 
and facil  i ti es. 

( b )  Draft  procedures and prel imi nary operating manual s.  

( c )  PHA, SSHA, and SHA reports. 

( d )  Re1 ated  requirements , constraint  requirements , a n d  personne 
b i l i t i e s .  

1 capa- 

( e )  Human factors  engineering d a t a  and reports. 

( f )  Lessons 1 earned , incl udi  ng a history o f  mishaps caused by human 
error .  . 

50.2.5.3 Timely application of  the O&SHA will  provide  design  guidance. The 
findings and recommendations result ing from the O&SHA may affect  the  diverse 
functional  responsi b i l  i ti  es associated w i t h  a given program. Therefore,  exer- 
cise  care i n  assuring t h a t  the  analysis  results  are  properly  distributed  for 
the  effective accompl ishment of the O&SHA objectives. The techniques used to  
perform this analysis must be careful 1 y sel  ected  to m i  n imi  ze prob1 ems i n  
integrating O&SHAs w i t h  other hazard analyses. The O&SHA may  be documented 
us ing  DI-H-7048A9  System Safety Hazard Analysis  Report. 

50.2.6 Occupational  Health Hazard Assessment (Task 206). 

50.2.6.1 The f i r s t   s t e p  o f  the  occupational  health hazard assessment i s   t o  
ident i fy  and determine quantit ies o f  potentially hazardous materials or phy- 
sical   agents  (noise,   radiation,  heat  stress,   cold  stress) involved w i t h  the 
system and i t s  log is t i  cal support. The next step Wou1 d be t o  analyze how 
these  material S or physical  agents are used i n  the system and f o r   i t s  
1 ogistical  suppor t .  Based on the  use,  quantity, and type of 
substance/agent,  estimate where  and how personnel  exposures may occur and i f  
possible  the  degree  or  frequency o f  exposure i n v o l  ved. The final  step Wou1 d 
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include  incorporation i n t o  the  design o f -  the system and i t s  log is t i  cal support 
equipment/facil i t i  es cost   effective  controls  to reduce  exposures t o  acceptable 
1 evel s .  The 1 i f e  cycl e costs of required  controls cou1 d be h i g h  and con- 
sideration o f  al  ternati ve systems may  be appropriate. 

50.2.6.2 The purpose of this   analysis   is  not  t o  .dictate  designs based on 
health  protection, b u t  t o  assure  decision makers are aware of  the heal t h  
hazards invol ved and t he i r  impacts so t h a t  know1 edgeabl e decisions  regarding 
potential  tradeoffs can be  made. 

50.2.6.3 The f o l l o w i n g  factors  associated w i t h  the system and the 
1 ogisti  cal support required  to  operate and main ta in  the system  should be 
consi  dered: 

(a)  Toxicity,   quantity,  and physical s t a t e  of material s .  

( b )  Routine or planned uses and re1 eases of  hazardous materials or 
physical  agents. 

( c )  Accidental  exposure  potent i a l s .  

( d )  Hazardous waste generated. 

( e )  Hazardous materi a l  hand1 i ng , transfer , and transportation 
requi rements . 

( f )  Protecti ve cl o t h i  ng/equi pment needs. 

( 9 )  Detection and measurement devices  required t o  quantify exposure 
1 evel s .  

( h )  Number of  personnel potentially a t  r isk.  

( i  ) Engineering  controls t h a t  could be used, such as  isolation,  enclosure, 
ventil   at i  o n ,  noise or r a d i a t i o n  barri ers , etc .  

50.2.6.4 To define  the  acceptable  level of r isk for health hazards  the MA 
should  require use of  chemical substance and physical  agent  exposure l imits  
f o u n d  i n  appropriate  regulations and directive documents, or contact a 
qual i f  i ed i nd i  v i  dual in  the  bioenvironmental engi neeri ng or medi cal community. 
For hazardous  substances or agents w i t h  unspecified  exposure  limits  the con- 
t rac tor  must provi de the r a t i o n a l  e for  acceptabl e r i sk   c r i   t e r i  a used for the 
OHHA. The OHHA may  be documented using DI-H-7048A, System Safety Hazard 
Anal ysi S Report. 

v 

Q 

50.2.7 Safety  Verification (Task 2 0 7 ) .  

50.2.7.1 Many safety  requirements,  as  specified i n  system specifications,  
requirements documents, etc.,   will need t o  be verified by analysis,  
inspection,  demonstration, or t e s t .  Also, d u r i n g  design and development, 
hazard  analyses will identify hazards t h a t  will be  removed through redesign, 
controls,  safety  devices , etc .  Imposition of these changes will  require 
ver i f icat ion.  Task 207 outlines how safety  verification should be 
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50.2.7.2 Much safety  verification  will be outlined i n  system/subsystem 
t e s t  plans and procedures. However, for  verification o f  risk control 
actions taken on haza rds  identi fed d u r i n g  devel opment, special   test  
pl ans/procedures  will be needed. Safety  tests may  be documented and reported 
using DI-H-7050, System Safety  Engineering  Report, or they may  be included i n  
the system/subsystem test   reports.  

50.2.8 Training (Task 208). 

50.2.8.1 Many programs will  require  certification  training of  personnel 
involved w i t h  devel opment, t e s t ,  and operation o f  the system. A good system 
safety program can only be carried o u t  i f  a l l  the  players  involved 
understand how t o  do t he i r  p a r t .  Contractor  design  engineers need t o  
understand  basic system safety  principles  to  design  hazard-free  systems. A 
good t r a i n i n g  program will  include  training  design  engineers  as a t o p  
pr ior i ty .  Managers  need t o  be educated a b o u t  the  importance of  good i n i t i a l  
safety  designs vs. costly  redesign and retrofits.  Contractor and Government 
t e s t  personnel need t o  be trained i n  safe hand1 i n g ,  operation, and tes t ing 
o f  equipment . Operational and maintenance  personnel need safety  training i n  
their   functions.  

50.2.8.2 Training can be accomplished i n  different ways.  Formal 
cl assroom t r a i n i n g  sessions using a tho rough  1 esson pl an containing a l  1 the 
necessary handouts i s  one of  the most effective and e f f ic ien t  methods. 
Imposing exami nations and f inal   cer t i f icat ion he1  ps assure  the  trainees have 
understood and will  hopefully  apply  the  material  presented. 

50.2.8.3 The contractor 's   safety t r a i n i n g  program should be detailed i n  
the SSPP (Task 101). 

50.2.9 Safety Assessment (Task 209). The safety  assessment, as outlined i n  
the  task, can be written by foll  owing DI-H-7049A, Safety Assessment Report. 
The importance o f  this  report   is  t h a t  i t  t e l l s  the  user or the t e s t  team of  
all  the  residual  unsafe  design or operating  characteristics of the  system. 
I t  also  attempts t o  quantify  the risk of any hazards not  eliminated, and 
i denti f i  es any control S ,  inhibi ts  , or safety procedures. 

50.2.10 Safet Y ComDl i ance Assessment (Task 210). 

50.2.10.1 A safety compliance assessment i s  conducted t o  verify  the  safe 
design o f  a system and t o  o b t a i n  a comprehensive evaluation o f  the  safety 
r i sk  being assumed prior t o  test  or  operation o f  a system. I t  can be 
documented by fol l  owing DI-H-7049A, Safety Assessment Report. I t   i s  an 
operationally  oriented  analysis, concerned w i t h  the  safe use  of a system, 
equipment, or fac i l   i ty .  A safety compliance  assessment i s ,  therefore,  broad 
in  scope,  covering  almost  every  aspect o f  the  system, b u t  re la t ively general 
in  nature,  delving i n t o  detail  only t o  the  extent  necessary t o  verify  the 
system's  safety or ascertain  the  risks and precautions  necessary  for i t s  
safe  use. A safety compl i ance assessment may  be the  only  analysis conducted 
on a program or i t  may serve  as a pre-test or pre-operational  safety  review, 
integrating and summarizing operational  safety  considerations  identified  in 
more detail ed hazard analyses. 
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50.2.10.2 A safety compliance  assessment may  be the  only  analysis conducted 
on a re la t ive ly  low safety risk program. The  low r isk can resu l t  from 
several  different  factors. The system may  be an integration of primarily 
off-the-shelf equipments i n v o l v i n g  l i t t l e  or no new design. I t  may  be a 
system which i s  1 ow r i  S k by nature of  i t s  techno1 ogy or compl exi ty .  
Compliance w i t h  federal ,   mil i tary,   nat ional ,  and industry  specifications, 
standards, and codes may  be suff ic ient   to  make sure o f  the  basic  safety  of 
the system. A safety compliance assessment may a l  so be conducted on higher 
safety  risk  systems, such as  research  or advanced development projects, 
where the  higher  risks must be accepted, b u t  for which safe  operation  is  
s t i l l  required and the  risks must be recognized and reduced t o  acceptable 
1 evel s .  

50.2.10.3 This  assessment may be conducted d u r i n g  any phase of  system 
deve1  opment. I t  should  be s tar ted as soon as sufficient  information becomes 
avail  able. For exampl e,  evaluation of  equipment should  begin w i t h  th'e 
design o f  equipment components or w i t h  the  receipt of equipment 
'specifications from a subcontractor  or vendor. The analysis can also be 
ta i lored i n  the SOW t o  meet the par t i  cul ar needs of a program. 

50.2110.4 A safety compliance  assessment s h o u l d  include, b u t  n o t  be 1 imited 
t o ,  the  fol1 owi ng: r L. (a)   Ident i f icat ion of  appropriate  safety  standards and verification of 
system  compliance.  Standards may  be specified by the  procuring agency i n  a 
specification or other  contractual document. This does not  preclude  the 
contractor from i dentifyi ng  add i  t i  onal standards whi ch are  appropriate. The 
contractor  should  also review available  historical   safety d a t a  from similar 
systems.  Verificati on may  be achieved by several methods, including 
analysis,  use o f  checkl is ts ,   inspect ion,   tes t ,  independent evaluation,  or 
manufacturer' S cer t i f ica t ion .  

( b )  Analysis and resolution of system hazards.  Systems, even those 
comprised en t i re ly  of  equipments i n  full  compliance w i t h  appropriate  stan- 
dards, may contain hazards result ing from u n i  que uses,   interfaces,   instal  1 a- 
t i  on ,  e t c .  Another facet of this assessment i s  t o  identify,  evaluate, and 
eliminate any such "residual"  hazards or reduce their  associated  risks  to 
acceptable 1 evel s .  To accomplish th i s ,   the  assessment  should incorporate 
the scope and techniques o f  other hazard analyses  to  the  detail  necessary t o  
assure a reasonably  safe system. 

(c)   Ident i f icat ion of specialized  safety  requirements. The above ana- 
l y s i s  should  lead to  safety  design  features and other  necessary  precautions. 
The contractor should  identify  all  safety  precautions  necessary t o  safely 
operate and support  the  system. This incl udes appl icabl e precautions  exter- 
nal to  the system or outside  the  contractor's  responsibility. For exampl e ,  
hazard risk may have t o  be control 1 ed  by special i zed safety equipment and 
training because the  contract does not  allow for redesign or modificatiqn  of 
off-the-shelf  equipments,  or  the  contractor may not be responsible for pro- 
v i  ding  necessary emergency 1 i g h t i  n g ,  f i re   protect ion,   or  personal safety 
equipment . 
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( d )   I d e n t i f i c a t i o n   o f  hazardous  mater ia ls  and the   p recau t ions  and 
procedures  necessary f o r   t h e   s a f e  hand1 i n g   o f   t h e   m a t e r i   a l  . 
50.2.11 Sa fe ty   Rev iew  o f   Eng ineer ing  .Change Proposals and Requests f o r  
Deviat ion/Waiver  (Task  211).   This  task may  be documented us ing  DI-H-7050A, 
System Safe ty   Eng ineer ing   Repor t .  ECPs t o  t h e   e x i s t i n g   d e s i g n  and requests 
fo r   dev ia t i on /wa ive r   f rom  ex i s t i ng   requ i remen ts   mus t  be assessed f o r  any 
poss i   b l  e s a f e t y   i m p a c t s   t o   t h e  sys tem.   Of ten ,   cor rec t ion   o f  a d e f i c i e n c y  
will int roduce  o ther   over1  ooked d e f i   c i   e n c i e s .   T h i s   t a s k   i s   d e s i g n e d   t o  
p revent   tha t   occur rence  by   requ i r ing   con t rac tor   sys tem  sa fe ty   eng ineers   to  
examine  each ECP or r e q u e s t   f o r   d e v i a t i o n / w a i v e r ,  and i n v e s t i g a t e   a l l  
conceivabl  e ways the  change o r   d e v i a t i o n   c o u l  d resu l  t i n  an a d d i t i o n a l  
hazard(s).  The t a s k   s p e c i f i e s   t h a t   t h e  MA b e   n o t i f i e d  i f  the  ECP o r   r e q u e s t  
f o r   d e v i a t i o n / w a i v e r   d e c r e a s e s   t h e   e x i s t i n g   l e v e l   o f   s a f e t y .  

50.2.12 Software  Hazard  Analysis  (Task  212). 

50.2.12.1  The purpose o f   s o f t w a r e   h a z a r d   a n a l y s i s   i s   t o :   ( a )   e n s u r e  
a c c u r a t e   t r a n s l a t i o n   o f   s a f e t y   s p e c i f i c a t i o n   r e q u i r e m e n t s   i n t o  computer 
p rogram  conf igura t ion   i tem (CPCI) requi rements,   (b)   ensure  the CPCI  s p e c i f i -  
c a t i o n s   c l e a r l y   i d e n t i f y   t h e   s a f e t y   c r i t e r i a   t o  be used ( f a i l - s a f e ,   f a i l -  
opera t i   ona l  , f a i l   - r e c o v e r y ,   e t c . )   ( c )   i d e n t i f y  programs,  rout ines,  modul  es, o r  
f u n c t i o n s   w h i c h   c o n t r o l   o r   i n f l  uence s a f e t y   c r i t i   c a l   f u n c t i o n s ,   ( d )   a n a l y z e  
those  programs,  rout ines , modul  es,  and f u n c t i o n s  and t h e i r  sys tem  in te r faces  
f o r   e v e n t s ,   f a u l t s ,  and  environments  which  coul d cause o r   c o n t r i   b u t e   t o  unde- 
s i r e d   e v e n t s   a f f e c t i n g   s a f e t y ,  and (e )   ensu re   t ha t   t he   ac tua l  coded so f tware  
does n o t   c a u s e   i d e n t i f i e d   h a z a r d o u s   f u n c t i o n s   t o   o c c u r   o r   i n h i b i t   d e s i r e d  
func t ions ,   thus   c rea t ing   hazardous   cond i t ions ,  and e f f e c t i v e l y   m i t i g a t e   i d e n -  
t i f i e d  end i tem  hardware  hazardous  anomalies. 

50.2.12.1.1 Some o f   t h e   c u r r e n t   a n a l y s i s   t e c h n i q u e s  and methodo log ies   tha t  
a r e   a v a i l  ab1 e t o  c o n d u c t   t h i s   a n a l y s i s   a r e :   ( a )   s o f t w a r e   f a u l t   t r e e ,   ( b )  
s o f t w a r e   s n e a k   c i r c u i t ,   ( c )   s o f t w a r e / h a r d w a r e   i n t e g r a t e d   c r i t i c a l   p a t h ,  and 
(d )   nuc l   ear   sa fe ty   c ross-check   ana lys is .  Due t o   t h e   v a r i o u s   s t r e n g t h s  and 
weaknesses o f  each techn i  que, a thorough  sof tware  hazard  analys is  may r e q u i r e  
a p p l i c a t i o n   o f  more than one techn i  que on a p a r t i   c u l   a r   s o f t w a r e   e l  ement. 
A d d i t i o n a l l y ,   t h e   a p p l i c a t i o n   o f  good so f tware   eng ineer ing   p rac t ices  i s   v i t a l  
t o   d e s i g n i n g   s o f t w a r e   t h a t   i s   s a f e  and analyzable.  

50.2.12.2 Software  hazard  analys 
phase  and  shoul d be s t r u c t u r e d   t o  
the   des i  gn matures. To i n s u r e ,  an 
i n f o r m a t i o n   i s  needed: 

i s  shou ld   beg in   ea r l y  i n   t h e  development 
p e r m i t   c o n t i n u a l   r e v i s i o n  and updat ing  as 
e f f e c t i v e   a n a l y s i s   e f f o r t ,   t h e   f o l l o w i n g  

( a )  System and subsystem s p e c i f i c a t i o n s  and o t h e r   a l l o c a t i o n  documents 
wh ich   descr i  be t h e  system, a l l  o f  t h e   v a r i o u s   i n t e r f a c e s   w i t h   t h e   s o f t w a r e ,  
and  normal  /abnormal  envi  ronments  which  the  system  coul d encounter. 

(b )   Func t i ona l  fl ow diagrams and re1   a ted   da ta   descr ib ing   the   p roposed 
sequence o f   a c t i v i t i e s ,   f u n c t i o n s  , and opera t i ons   i nvo l v ing   t he   sys tem  e le -  
ments dur ing   the   con templa ted  l i f e  span. 

, 
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( c )  Computer program functional flow charts (or their  functional 
equivalents)  storage  all  ocation  charts , and other program structure documents 
as they become ava i l  able or change. 

( d )  Background information re1 ated  to  safety  requi rements associated 
with  the contempl ated t e s t i  ng  , manufacturi ng , storage , repair  , anti  ci pated 
environments  as appl i cabl e,   as well as 1 essons 1 earned from simil ar programs 
or acti  v i  t i  es. 

L 

50.2.12.3 The preliminary  software hazard analysis  effort  begins when the 
system requirements  allocation has  been made and will  continue u n t i l  program 
coding  begins. The f i r s t   t a s k  of  this effort  will be t o  make sure o f  an 
accurate  fl ow-down of  system level  safety  requirements as well as  requirements 
generated from the system PHA i n t o  the CPCI design  specification. 
Additionally,  the  analysis  contains recommended actions t o  eliminate  iden- 
t i   f i  ed hazards or reduce their  associated risk t o  an acceptabl e 1 evel . This 
e f for t  Wou1 d general1 y i ncl ude the  fol1 owi ng: 

( a )  Review of  system and subsystem specifications t o  identify and 
verify hardware-software , software-software , and operator-software 
interfaces.  

( b )  Analysis of functional flow diagrams (or  their  functional 
equivalent),  storage  allocation  charts, and other program documentation t o  
make sure  specification and safety requirements will be met. 

( c )  Exami n a t i o n  of the  software t o  determi ne the independence/ depen- 
dence and interdependence among modules , t ab1  es , variabl es , etc .  Elements of 
software which d i rec t ly  or indirectly  influence  safety  critical  software will 
be identified  as being safety  cri t ical   function should be analyzed f o r  t he i r  
undesi  red effects .  

50.2.12.4 Follow-on software hazard analysis expands upon the  preliminary 
software hazard analysis by examining the ac tua l  source and object code of  
sa fe ty   c r i t i ca l  programs , routines , modules , and functions  -to  verify  the 
actual  design  implementation. This e f for t  should be updated u n t i l  coding i s  
complete. All design changes and modifications  should be evaluated t o  deter- 
mine the  effect  on system safety. T h i s  analysis  contains recommended actions 
necessary  to  eliminate  identified  hazards  or reduce their  associated risk t o  
an acceptable  level.  Specifically, this analysis examines: 

( a )  Safety  critical  algorithms , modules , routines and cal cul ations  for 
correctness and for  input/output, t i m i n g ,  and multiple  event  sensitivity. 

( b )  Programs , routines , modules , or  functions for design or coding 
errors which  cou1 d cause or contribute t o  an undesired  event  affecting  safety. 

( c )   Sa fe ty   c r i t i  cal programs , routines modul es or functions f o r  
compi i ance with safety  cr i   ter ia   cal l  ed o u t  i n  appl i cabl e CPCI specifications 
Safe ty   c r i t i  cal  portions of software must be examined a t  the  source/object 
code 1 evel as  appropriate. 
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(d )   Poss i   b l  e combinations o f  independent   or   dependent .   hardware  or   sof t -  
ware fa i l   u res ,   un in tended   p rog ram jumps,  and  sing1 e o r  mu1 t i p 1  e e v e n t s   t h a t  
c o u l d  cause the   sys tem  to   opera te  i n  a hazardous  manner. 

(e)   Desi  gn changes t o   t h e  system,  subsystems, o r   i n t e r f a c e s ,  1 og ic ,  and 
s o f t w a r e   t h a t  cou1 d c rea te  new hazards. 

The so f tware   hazard   ana lys is  may be  documented  as o u t l i n e d  i n  DI-H-7048A, 
System Safety   Hazard  Analys is   Repor t .  

50.2.13 GFE/GFP System Safety   Analys is   (Task 213). L 

50.2.13.1 Th is   t ask   shou ld  be imposed o n l y  i f  the  system  under  development 
will c o n t a i n  GFE o r  GFP t h a t   i n t e r f a c e s   d i r e c t l y  w i th  contractor   developed 
hardware  or  sof tware.  

50.2.13.2 T h i s   t a s k   p e r m i t s   t h e   c o n t r a c t o r   t o   i n t e g r a t e   t h e  GFE/GFP i tems 
in to   t he   sys tem  des i  gn w i t h   f u l l  know1 edge o f   t h e   a s s o c i a t e d   h a z a r d s  and r i s k  
c o n t r o l s   b y   r e q u i r i n g   a c q u i s i t i o n   o f   e x i s t i n g   a n a l y s i s   d o c u m e n t a t i o n .  I f  no 
such  documentation i s   a v a i l  ab1 e, the  cont ractor   must   per form  the  necessary 
a n a l y s i s   t o   a s s u r e  a s a f e   i n t e r f a c e .   T h i s   a n a l y s i s  may be  documented  and 
d e l  i vered by a p p r o p r i a t e l y   t a i l   o r i  ng  and app ly ing  DI-H-7048A,  System S a f e t y  
Hazard  Analysis  Report .  
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IX B 

SYSTEM SAFETY PROGRAM REQUIREMENTS RELATED TO LIFE CYCLE PHASES 

60. S I .  

60.1 Mission need determination--concept  exploration. 

60.1.1 Mission Need Determination. The system safety  effort  will  support  the 
just i f icaion o f  major system new s t a r t s  by identifying  safety  deficiencies i n  
existing or projected  capabil i t y  and by identifying  opportunities for system 
safety t o  improve mission capabili ty or reduce l i f e  cycle  costs. 

" 

60.1.2 Concept Expl oration/Programi ng and Requirements Deve1  opment Phase. 
System safety  tasks appl icabl e t o  the  concept expl orat ion/programing and 
requirements deve1  opment phase are  those  required t o  evaluate  the a l  ternative 
system concepts under consideration  for development and establish  the system 
safety programs consistent with the  identified  mission needs and l i f e  cycle 
requirements. System safety  tasks  will  include  the  following: 

( a )  Prepare an SSPP t o  describe  the proposed integrated system safety 
e f for t  for the  concept  exploration  phase. 

( b )  Eva1 uate  al 1 consi  dered materi al  S , desi gn features,  maintenance , 
servicing,  operational  concepts, and environments which will  affect  safety 
throughout  the l i f e  cycle. Consider  hazards which may be encountered i n  the 

i ve 

u1 timate  disposition Ö f  the  enti  re  system, o r  components thereof , or o f  
dedicated  support equipment , which encompasses hazardous materi al s and 
substances. 

( c )  Perform a PHA t o  identify hazards  associated w i t h  each a l te rna t  
concept. 

( d )  Identify possi bl e safety  interface probl ems i ncl u d i  ng probl ems 
associated w i t h  software-controlled system functions. 

( c )  High1 i g h t  special  areas of  safety  consideration, such as 
system l imitat ions,   r isks ,  and man-rating  requirements. 

( d )  Review safe and successful  designs of simil ar systems for 
consi  derati on i n  al ternati  ve concepts. 

( e )  Define  the system safety requirements based on past  experience w i t h  
s i  m i  1 ar systems. 

( f )  Identify  safety requirements t h a t  may require a waiver d u r i n g  
the system l i f e  cycle. 

! 
( 9 )  Identify any safety design analysis,  test,  demonstration and 

val i d a t i  on requirements . 
~ "_" "" ~. . "" 

"" - 2. 
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( h )  Document the system safety  analyses,   results,  and 
recommendations for each promi s i  ng a l  ternat i  ve system concept. 

( i  ) Prepare a summary report o f  the  resul  ts of  the system safety  tasks 
conducted d u r i n g  the program in i t i a t ion  phase t o  support  the  deci sion-making 
process. 

( j )  Ta i lo r  the system safety program for the  subsequent phases o f  the 
l i f e  cycle and include  detailed  requirements i n  the  appropriate demonstrat 
and validation phase contractual documents. 

60.-1.3 Demonstration and Validation/Concept Design Phase. System safety 
tasks  during  the  demonstration and val idation/concept  design phase will be 
tailored t o  programs r a n g i n g  from extensi ve study and analyses th rough  
hardware devel opment t o  prototype t e s t i  n g ,  demonstrati on and val i d a t i o n .  
System safety  tasks  will  include  the  following: 

( a )  Prepare or update  the SSPP t o  descri be the proposed integrated 
system safety  effor t  planned for the  demonstration and validation/concept 
desi gn phase. 

i on 

( b )  Participate i n  tradeoff  studies t o  ref1  ect  the impact on system 
safety requirements and r isk.  Recommend system design changes based on these 
studies t o  make sure  the optimum degree o f  s a fe ty   i s  achieved consistent w i t h  
performance and system requirements. 

( c )  Perform or  update the PHA done d u r i n g  the  concept expl o ra t ion /  
programing and requirements devel opment phase t o  evaluate  the  configuration t o  
be tested.  Prepare an SHA report of  the  test  configuration consi  dering  the 
planned t e s t  environment and t e s t  methods. 

( d )  Establish system safety requirements for system design and c r i t e r i a  
for verifing t h a t  these  requirements have  been met. Identify  the  requirements 
for inclusion i n  the  appropriate  specifications. 

( e )  Perform detail ed hazard analyses (SSHA or SHA) of  the  desi gn t o  
assess  the  risk  invol ved in  test   operation o f  the system hardware and soft-  
ware. O b t a i n  and include risk assessment of other  contractor's  furnished 
equi p e n t ,  o f  GFE, and of a l l  interfacing and ancill  ary equipment t o  be used 
d u r i n g  system demonstration tests.   Identify  the need for. special   tests t o  
demonstrate/eval  uate  safety  functions. 

b 

. . - c f )  Identify  cri   t ical   parts and assembl i e s ,  production  techniques, 
assembly  procedures, faci l  i t i  e s ,   t e s t i  ng , and i nspecti on requi rements which 
may affect   safety and will make sure: 

(1) Adequate.safety  provisions  are  included i n  the p l a n n i n g  and 
1 ayout o f  the  production l ine  to  establish  safety  control of the 
demonstration system w i t h i n  the  production  processes and operations. 

1 
( 2 )  Adequate safety  provisions  are  included i n  inspections,   tests,  

procedures, and  check1 i s t s  for quality  control of the equipment being 
manufactured so t h a t  safety achieved i n  design i s  maintained d u r i n g  
oroduction. 
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( 3 )  Production and manufacturing  control d a t a  contain  required 
warnings , cautions, and special  safety  procedures. 

( 4 )  Testing and evaluation  are performed on early  production 
hardware to  detect and correct  safety  deficiencies a t  the   ear l ies t  
opportunity. 

c 

! 

( 5 )  Minimum r i s k   i s  involved i n  accept 
materi a l s  , and production and test  techniques. 

i n g  and using new des 

( 9 )  Establish  analysis,  inspection and t e s t  requirements for GFE or other 
contractor-furnished equipment (hardware,  software, and  f a c i l i t i e s )  t o  verify 
prior t o  use t h a t  applicable system safety requirements are   sat isf ied.  

( h )  Perform operating and support haza rd  analyses of  each t e s t ,  and 
review a l l   t e s t  plans and procedures.  Evaluate  the  interfaces between the 
t e s t  system confi g u r a t i  on and personnel , support equipment , special   test  
equipment, t e s t   f a c i l i t i e s ,  a n d  the  tes t  environment d u r i n g  assembly, 
checkout,  operation,  foreseeable emergencies , disassembly and/or tear-down o f  
the   tes t  confi g u r a t i  o n .  Make sure  hazards  identified by analyses and t e s t s  
are  eliminated or the  associated  risk  is minimized. Identify  the need for 
special   tests t o  demonstrate or evaluate  safety o f  test  functions. 

( i  ) Review t r a i n i n g  pl ans and programs for adequate safety 
consi  derati ons . 

( j  ) Review system operation and maintenance publ i cations for adequate 
safety  considerations, and  ensure  the  inclusion o f  applicable Occupational 
Safety a n d  Heal t h  Admi n i  s t r a t i  on (OSHA) requirements . 

( k )  Review 1 ogisti  c support publ i cations for adequate safety con- 
si  derations , and ensure  the  inclusion o f  appl  icabl e US Department of 
Transportation (DOT), US Environmental Protection Agency ( E P A ) ,  and OSHA 
requirements . 

(1 ) Evaluate resul ts  of s a fe ty   t e s t s ,  f a i l  Ure analyses, and mishap 
investi  gations performed d u r i n g  the  demonstration and val  i d a t i . o n  phase. 
Recommend redesi gn or other  corrective  action  (this subparagraph  does not  
apply t o  the f a c i l i t y  concept  design  phase). 

( m )  Make sure system safety requirements  are  incorporated i n t o  the 
system specification/design document  based on updated system safety  studies,  
analyses , and t e s t s .  

( n )  Prepare a summary report o f  the  results o f  the system safety tasks 
conducted d u r i n g  the  demonstration and val idation/concept deve1  opment phase 
t o  support  the  decision-making  process. 

( o )  Continue t o  ta i lor   the system safety program. Prepare  or  update the 
SSPP for the  full  -scal e engineering devel opment phase and production  phase. 

"~ 
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60.1.4 Ful l -sca le  Engineer ing  Development /F ina l   Design Phase. To 
suppor t   to   the   sys tem  eng ineer ing  program, the   sys tem  sa fe ty   t asks  
f u l l - s c a l e   e n g i n e e r i n g   d e v e l o p m e n t / f i n a l   d e s i g n  phase will i n c l u d e  
f o l  1 owing: 

p r o v i  de 
d u r i n g   t h e  
t h e  

(a)   Prepare  or   update as  appl i cabl e t h e  SSPP f o r   t h e   f u l l - s c a l e  . 
eng ineer ing  deve1  opment  phase. Cont i  nue e f f e c t i  ve  and t i m e l y  imp1 ementat ion 
o f   t h e  SSPP d u r i n g   f a c i l  i t y  f i n a l   d e s i g n  phase. 

(b )   Rev iew  p re l im ina ry   eng inee r ing   des igns   t o  make s u r e   s a f e t y   d e s i g n  
requ i rements   a re   incorpora ted  and  hazards i d e n t i f i e d   d u r i n g   t h e   e a r l i e r  phases 
a r e   e l i m i n a t e d   o r   t h e   a s s o c i a t e d   r i s k s   r e d u c e d   t o  an a c c e p t a b l e   l e v e l .  

(c )   Update   sys tem  sa fe ty   requ i rements  i n  sys tem  spec i f i ca t ion /des ign  
documents. 

(d )   Per fo rm  o r   update   the  SSHA, SHA and O&SHA and s a f e t y   s t u d i e s  con- 
c u r r e n t   w i t h   t h e   d e s i g n / t e s t   e f f o r t   t o   i d e n t i f y   d e s i g n   a n d / o r   o p e r a t i n g   a n d  
support  hazards. Recommend any   requ i red   des ign  changes  and cont ro l   p roce-  
dures. 

(e)   Per form an O&SHA f o r  each t e s t ,  and r e v i e w   a l l   t e s t   p l a n s  and  proce- 
dures .   Eva lua te   the   in te r faces   be tween  the   tes t   sys tem  conf igura t ion  and per-  
sonne l ,   suppor t   equ ipment ,   spec ia l   tes t   equ ipment ,   tes t   fac i l i t i es ,  and t h e  
test   environment  dur ing  assembly,   Check-out,   operat ions,   foreseeable emergen- 
cies,  disassembly,  and/or  tear-down o f   t h e   t e s t   c o n f i g u r a t i o n .  Make sure  
haza rds   i den t i f i ed   by   ana lyses  and t e s t s   a r e   e l  imi n a t e d   o r   t h e j r   a s s o c i a t e d  
r i s k   c o n t r o l l e d .   I d e n t i f y   t h e  need f o r   s p e c i a l   t e s t s   t o   d e m o n s t r a t e   o r   v e r i f y  
sys tem  sa fe ty   func t ions  c Es tab l i sh   ana lyses ,   i nspec t i on ,  and t e s t   r e q u i r e -  
ments f o r   o t h e r   c o n t r a c t o r s '   o r  GFE/GFP (hardware,  software,  and f a c i l i t i e s )  
t o   v e r i f y   p r i o r   t o  use tha t   app l  i cabl e system  safety   requi rements  are 
s a t i s f i e d .  

( f )   P a r t i   c i   p a t e   i n   t e c h n i c a l   d e s i g n  and  program  reviews  and  present 
r e s u l t s   o f   t h e  SSHA, SHA and/or O&SHA. 

( 9 )   I d e n t i f y  and e v a l u a t e   t h e   e f f e c t s   o f   s t o r a g e ,   s h e l f - l i f e ,   p a c k a g i n g ,  
t r a n s p o r t a t i o n ,  hand1 i n g ,   t e s t ,   o p e r a t i o n ,  and  maintenance  on  the  safety o f  
the  system and i t s  components. 

( h )  Eva1 u a t e   r e s u l t s   o f   s a f e t y   t e s t i n g ,   o t h e r   s y s t e m   t e s t s ,   f a i l   U r e  ana- 
l y s e s  and m i s h a p   i n v e s t i g a t i o n s .  Recommend r e d e s i g n   o r   o t h e r   c o r r e c t i v e  
a c t i o n .  

(i ) I d e n t i f y ,   e v a l u a t e ,  and p r o v i d e   s a f e t y   c o n s i d e r a t i o n s   o r   t r a d e o f f  
s tud ies .  

( j )  Review  appropr ia te  engineer ing  documentat ion  (drawings,   spec i f ica-  
t i o n s ,   e t c . )   t o  make su re   sa fe ty   cons ide ra t i ons  have  been incorpora ted .  

( k )  Review l o g i s t i  c suppor t  pub1 i c a t i o n s   f o r   a d e q u a t e   s a f e t y  
cons ide ra t i ons ,  and   ensu re   t he   i nc l   us ion   o f .   app l i cab le  DOT,  EPA, and OSHA 
requi rements.  
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(1)  Verify  the adequacy o f  safety and. warning devices, l i f e  support 
equi went , and personal  protecti ve equipment . 

( m )  Identify  the. need for  safety  training and provide safety  inputs t o  

( n )  Provide  system safety  surveil1 ance and support of t e s t  u n i t  produc- 

t r a i n i n g  courses. 

t ion and of pl a n n i n g  for  full  -scal e production and .deployment. Identify 
c r i t i  cal parts and assembl i e s ,  production  techniques , assembly procedures , 
f a c i l i t i e s ,   t e s t i n g ,  and  inspection  requirements which may affect   safety and-  
will make sure: 

(1) Adequate safety  provisions  are  included i n  the p l a n n i n g  and . layout of the  production l i ne  t o  establish  safety  control of the demonstra- 
t i o n  system within  the  production  process and operations. 

4 
( 2 )  Adequate safety  provisions  are  included i n  inspections,   tests,  

procedures , and  check1 i s t s  for qual i t y  control of the equipment being manu- 
factured so t h a t  safety achieved i n  design i s  maintained d u r i n g  production. 

( 3 )  Production and manufacturing  control d a t a  contain  required warn- 
ings, cautions , and special  safety  procedures. 

( 4 )  Testing and evaluation  are performed on early production hard-  
ware t o  detect and correct  safety  deficiencies a t  the  earliest  opportunity. 

(5) Minimum r i s k   i s  i nvol  ved i n  accepting and usi ng new desi gns , 
material s ,  and production and test  techniques. 

( o )  Make sure procedures devel oped for system t e s t ,  maintenance , opera- 
t ion ,  and servicing provide for  safe  disposal of  expendabl e hazardous 
materials. Consider any material or manufactured component (whether or not  
an identifiable  spare p a r t  or rep1 enishable component) when access t o  hazar-  
dous material will be required by personnel d u r i n g  pl anned servicing,  tear- 
down, or maintenance ac t iv i t i e s ,   o r   i n  reasonably  foreseeabl e unp l  anned 
events  resulting from workplace operations.  Safety d a t a  devel oped i n  SSHAs, 

t i f y  any hazards which must be consi  dered when the system , or components 
thereof,  are  eventually  demilitarized and subject t o  disposal. (Not a p p l i -  
cab1 e for  facil i t ies  construction.!  

* SHAs, and O&SHAs, and summarized in   safety assessment  reports must al so iden- 

( P )  Prepare a summary report of  the  results of  the system safety  tasks 
conducted d u r i n g  the  full-scale  engineering devel opment phase t o  support  the 
deci s i  on-maki ng process. 

(9)  Tail or system safety program requirements for the  production and 
de pl owen t pha s e. 

60.1.5 Production and  Deployment Phase. As par t  of the on-going  system 
safety program, the system safety  tasks  during  the  production and deployment 
phase will  include  the  following ( th i s  paragraph i s  not applicable t o  the . 
fac i l i t i es   cons t ruc t ion   l i fe   cyc le . ) :  
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( a )  Prepare  or  update  the SSPP t o  reflect   the system safety program 
requirements  for  the product ion  and deployment phase. 

( b )  Ident i fy   c r i   t i  cal  parts and assembl i e s ,  p r o d u c t i o n  techniques , 
assembly  procedures, f a c i l i t i e s ,   t e s t i n g ,  and inspection  requirements w h i c h  
may affect   safety and will make sure: 

(1) Adequate safety  provisions  are  included i n  the p l a n n i n g  and 
1 ayout of the  production 1 ine t o  establish  safety  control of the system 
w i t h i n  the  production  process and operations. 

(2) Adequate safety  provisions  are  included i n  inspections,   tests,  
procedures, and check1 i s t s  for qual i t y  control of  the equipment being manu- 
factured so t h a t  safety achieved i n  design i s  maintained d u r i n g  p r o d u c t i o n .  

( 3 )  Production  technical manuals or manufacturing  procedures  contain 
required  warnings,  cautions , and special  procedures. 

( 4 )  Minimum r i sk   i s  invo l  ved i n  accepting and using new designs, 
material S ,  and production and test  techniques. 

(c)  Verify t h a t  tes t ing and evaluation i s  performed on early product ion  
hardware t o  detect and correct  safety  deficiencies a t  the   ear l ies t  oppor- 
t u n i  ty .  

( d )  Perform O&SHAs o f  each t e s t ,  and  review a l l  t e s t  pl ans and  proce- 
dures.  Evaluate  the  interfaces between the  tes t  system configuration and per- 
sonnel s support  equipment,  special t e s t  equipment , t e s t   f a c i l i t i e s ,  and the 
t e s t  environment d u r i n g  assembly,  checkout,  operation,  foreseeable emergen- 
c i e s ,  disassembly and/or  tear-down of  the  test  configuration. Make sure 
hazards identified by analyses and tests  are  eliminated or their  associated 
r i sk  reduced t o  an acceptabl e 1 evel . 

( e )  Review technical d a t a  for warnings cautions, and special  procedures 
identified  as  requirements i n  the O&SHA for safe  operation,  maintenance,  ser- 
vicing,  storage,  packaging, h a n d l i n g ,  and transportation. 

Pl 
de 
de 

( f )  Perform O&SHAs of  deployment operati ons , and review a l l  depl oyment 
ans and procedures. Eva1 uate  the  interfaces between the system being 
Nployed w i t h  personnel , support  equipment,  packaging, faci l  i t i  es ,  and  the 
‘pl oyment environment , d u r i  ng transportati  on ,  storage, hand1 i n g ,  assembly, 

ins ta l l  a t i o n ,  checkout, and demonstration/test  operations. Make sure hazards 
identified by analyses  are  eliminated or their   associated  r isk  is  reduced t o  
an acceptable 1 evel . 

(9) Review procedures and monitor resul ts  o f  periodic  field  inspections 
or  tests  ( including  recall   -for-tests)  t o  make sure  acceptabl e 1 evel S of  safety 
are  kept.  Identify major or c r i t i ca l   charac te r i s t ics  of safety  s ignif icant  
items t h a t  deteriorate w i t h  age,  environmental  conditions, or other  factors. 

- ( h )  Perform or update hazard analyses t o  identify any new hazards t h a t  
may resu l t  from design  changes. Make sure  the  safety imp1 ications of  the 
changes are  considered i n  a l l  configuration  control  actions. 
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( i )  Evaluate resul ts  of failure  analyses and mishap investigations. 
Recommend corrective  action. 

( j )  Monitor the system throughout  the l i f e  cycle t o  determine  the ade- 
quacy o f  the  design, and operati ng, maintenance, and  emergency procedures. 

( k )  Conduct a safety review of  proposed new operating and maintenance 
procedures , or changes , t o  make sure  the procedures , warnings , and cautions 
are adequate and inherent  safety  is  not  degraded. These reviews shall be 
documented as updates t o  the O&SHAs. 

1' 

(1 ) Document hazardous conditions and system defi  cienci  es for deve1 op- 
ment of  follow-on  requirements for modified or new systems. 

(m) Update safety documentation, such as  design handbooks , mili tary 
standards and specifications,  t o  ref1  ect  safety  "lessons  learned." 

I ( n )  Evaluate  the adequacy of safety and warning devices , l i f e  support 
equi pment , and personnel protecti ve equipment . 
60.1.6 Construction Phase. As part  of  the  continuing system safety program 
for  facil  i ti es , the system safety  tasks for this phase will  include  the 
f o1 1 owi ng : 

( a )  Ensure the  application  of  all  relevant b u i l d i n g  safety codes 
including OSHA, Nati onal Fire  Protection  Association, and U.S. Army Corps of 
Engi neers safety requirements . 

( b )  Conduct haza rd  analyses t o  determi ne safety requirements a t  a l l  
interfaces between the   fac i l i ty  and those systems planned for ins ta l la t ion .  

( c )  Review equipment installation,  operation, and maintenance plans t o  
make sure a l l  design and procedural safety requirements have  been met. 

( d )  Continue the  updating o f  the hazard correction  tracking begun d u r i n g  
the  design  phases. 

( e )  Evaluate mishaps or  other  losses t o  determine i f  they were the  resul t  
o f  safety  deficiencies  or  oversight. 

( f )  Update hazard analyses t o  ident i fy  any new hazards t h a t  may resu l t  
from change orders. 

60.2 System safety program requirements for other  acquisitions. For programs 
t h a t  do not  fol1 ow the  standard system 1 i f e  cvcl e phases out1  ined i n  the  me- 
vious  paragraphs  the  res ponsi bl e &ti v i  t y  must carefully  integrate  the 
requirements of this s t anda rd  into  the  acquisition  process being  used. .. . 

Although different ,   faci l i t ies ,   ship  construct ion,  and certain major one-of-a- 
k ind  procurements s t i l l  evolve  through a concept/desi gn/assembly/ 
acceptance  sequence somewhat analogous t o  the  classic 1 i fe   cycle .  The MA 
should carefully  describe what system safety d a t a  are t o  be submitted i n  the 
appropriate  contractual document, assuring  these d a t a  are  submitted prior t o  
key deci si on poi nts . 
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60.3 System Safety Requirements for Technology Development. Consider  system 
safety  during development of  technology. System safety concernsa'shoul d be 
documented. This  documentation  will  provide  the  system  safety background data 
necessary s h o u l d  a decision be  made t o  imp1 ement the  technology  within a 
system deve1  opment program. 

-.L"? 
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APPENDIX .C 

DATA  REQUIREMENTS FOR MIL-STD-882B 

70. DATA  REQUIREMENTS  FOR MIL-STDL882B. 

70.1 D a t a   i t e m   d e s c r i p t i o n s  and the  paragraphs of MIL-STD-882B where t h e i r  
requi rements  are 1 ocated   a re  as f o l 1  ows: . 

Paragraph  Locat ion D I D  No. 

Paragraph 3.1.14 and  Task  101  DI-H-7047A 
Task 202 D I  -H-7048A 
Task 203 DI-H-7048A 
Task 204 DI-H-7048A 
Task 205 DI-H-7048A 
Task 206 D I  -H-7048A 
Task 212 D I  -H-7048A 
Task 213 DI-H-7048A 
Task  210  DI-H-7049A 
Task  211  DI-H-7050A 

* V.S. GOVERNMENT PRIhTING OFFICE: 1984-705-040/A-2063 
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